denepanbHOE rocy1apcTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKICHHUE
BBICIIIET0 0Opa30BaHUs

«Poccuiickuii yHUBEpCUTET APYKObI Hapo 0B uMeHH [laTpuca JIlymyMOb»

MeTOIll/I‘leCKI/Ie PEKOMEHIAIUMA 110 MOATOTOBKE H IMMPOBEIACHUIO

TEeMaTHYEeCKOIr0 YPOKA HA TeMYy:

«HEnerckue urpsi 2.0: {pon noHesos1e»

Mocksa, 2025



OraasJjieHue

Paznen 1. CoBpeMeHHbIE MHCTPYMEHTHI TEIePOHHOr0 MollleHHuYecTBa. Hanbomee
TOTTYJISIPHBIC CXEMBI MOTITEHHUUECCTBA ..vvveasvreessreessreesssessssessssesssssessssessssessssessnsesenns 9

Paznen 2. Bo3MOXHOCTH MCKYCCTBEHHOI'O MHTEJUIEKTA B PEAIU3aUU IPECTYITHBIX

Paznen 3. [Iporrepsl/ ipomnsl: CBSI3YIOIIee 3BEHO MPECTYITHOM 1Ny (D)MHAHCOBBIX
MOTITEHHIKOB ... evvueetsesssseassssnasesssasessssesssnsessssesesnsssesnsesesnsssesnsssesnssessnasesenasesennsessnns 25

T YHHBEPCAITBL «...vveateeesteeesereessseessseessseeaneeensee e s seessseesnneeasneesane e s neeennneenmneennneennneens 31
Paznen 4. Tonbko Tuxo! Bc€ 060 aHOHUMHOCTH KPUIITOBATIOT . ...vvveervveeessvreeessenenns 33
Paznen 5. MexayHapoaHas oJuMnuazaa mo GuHAHCOBOM 0€30MACHOCTH .............. 40
[TpunoxeHue No 1. THOCCAPHI ...cuvveiiieeiiiiiiei it 42
[IpUTOKEHUE NC 2. PECYPCBI ..ottt 44



AHHOTALUA

MeToaudeckie peKOMEHJAUKA MOATOTOBJICHBI B TOMOINL TIeJaroram
oOpa30oBaTeNbHBIX OpTaHW3aAllMid 1 TMPOBEACHUS TEMAaTUYECKOTO  YpOKa,
MIOCBSIIIEHHOTO TPOTHUBOJCHCTBUIO BOBIICUCHHSI MOJIOJBIX JIFOACH IIIKOJIBHOTO
Bo3pacta (8-11 kmaccel) B (DMHAHCOBBIC MNPECTYIICHUS B KAdeCTBE JKEPTB MU
COYYaCTHHUKOB.

B  Meroamueckux PEKOMEHIAIUSAX  TPEUIaraloTcs  Cojaep)KaTelbHbIC,
METOJMYECKHE U TEXHOJOTUIECKUE MOAXObI K TPOBEICHHUIO YPOKA, PACKPBIBACTCS
KOMITJIEKC BOIIPOCOB, CBSI3aHHBIX C OpTaHHW3aliell JaHHOTO MEPOIPHUSTHA.
[Ipennaraempie MaTepuaibl HOCAT PEKOMEHAATENIbHBIA XapakTep, IOITOMY
MPEToIaBaTellb MOXKET TPOBECTH OJHO WM HECKOJbKO 3aHSATHH, ONMHUpasch Ha
JaHHBIE Pa3pabOTKH, UCXOJs M3 COOCTBEHHOIO OIbITA, YYUTHIBAas BO3PACTHBIC

0C06CHHOCTI/I, YPOBCHDb IIOATOTOBKHU 06y‘-IaIOIHI/IXCH, d TaKXKC Tpaaulluu pCruoHa.

IHosicHuTEeNLHAA 3aIUCKA

®duHaHCOBasi TPAMOTHOCTh MOJIOJIEKHU CIOCOOCTBYET TMPUHATUIO HWMHU
IPaMOTHBIX pEIICHUNW, MUHUMHU3UPYET (PUHAHCOBBIE PHUCKHU U TEM CaMbIM
CIIOCOOCTBYET TMOBBIMIEHUIO (UHAHCOBOM OE€30MaCHOCTH HACEJIEHHUS B IIEJIOM.
Huskuii ypoBeHb (MHAHCOBON T'PaMOTHOCTH MOKET MPUBECTH HE TOJBKO K
OaHKPOTCTBY, HO M YS3BUMOCTH K (DMHAHCOBBIM MOIIIEHHUYECTBAM, YPE3MEPHBIM
J0JIraM, COLUAJIBHBIM MpoOjeMaM, a TakXe K HEerpaMOTHOMY IUIAHUPOBAHUIO
BBIX0/Ia HA MIEHCHIO.

CormacHo aHamTryeckuM JaHHBIM [[b P® mo utory 3 kBaptama 2024 rona,
OCHOBHBIMU HMHCTPYMEHTaMH, KOTOPBIE HCMOJb3YIOT MOIICHHUKHU, MO-MPEKHEMY
OCTaIOTCSl COIMAJIbHASsT WHXKEHEpHs, (DUIMWHTOBBIC aTaKh, OJHAKO JIMIUPYET IO

KOJIMYECTBY ~NpECTyIUleHui TenedonHoe MomnenHndectBo'l.,  Bomee Toro

1 O0630p OTYETHOCTH 00 MHITUACHTaX HH(POPMAITMOHHOM 0€30IMaCHOCTH TIPH NIEPEBOJIE JEHEKHBIX
cpeacts // LIb P®. 09.12.2024. URL: https://cbr.ru/statistics/ib/review_3qg_2024
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Cero/IHAIIHEe BpeMsi 0co00 OMacHO, MOCKOJBbKY BBHUIY BBICOKMX MPOIIEHTHBIX
CTaBOK MO BKJIaJJaM HACEJIEHUE HE TOJIBKO Pa3MEIAeT CBOU COEpEexKEHUs, KOTOPbIE
HAXOJIMJIUCh JOMA IO MOIYIIKOI», HO ¥ IEPEBOJIUT CBOU CpeAcTBa ¢ (OHAOBOIO
pBIHKA (pBIHKA IIEHHBIX Oymar) B JIEHEKHBIN PBIHOK (BKJIAZbl). DTO MPEACTABIISICT
JUTsl KNOEPMOIIEHHUKOB OCOOBIN MHTEpEC HE TOJBKO C TOYKH 3PEHHUS COIMATIBLHOU
WH)XCHEPUH, HO M C TOYKHM 3PEHUS KOMIBIOTEPHBIX aTak. B CBSI3M C 3TUM MBI
JOJDKHBI CIEAUTh 3a TPEHJAMU MOIICHHHKOB, BEAb «IPEAYNPEXKICH 3HAUUT
BOOPYKEH.

Buenpenne coBpeMeHHBIX IUGPOBBIX TEXHOJOTMHA B pPa3iUyHbIe Chephl
YKU3HHU M MPOU3BOJICTBA, YNPOIIAIOT HAIIYy XU3Hb, HO BMECTE€ C TEM HECYT HOBBIC
pucku. JIocTynmHOCTh MH(POPMALIUHU U B IEPBYIO OYEPEb MEAUAKOHTEHTA SIBIISETCS
OCHOBHBIM HUCTOYHHKOM IpOIaraHbl, MECCEHKEPHI UCIIOJIb3YIOTCS 7151 BEPOOBKHU
U KOOpJIWHAIMKM MPECTYIMHON NEATEIbHOCTH, HU(POBbIE BAIIOTHI U 3JEKTPOHHBIE
IUIATEXU MPUMEHSIOTCA JUIsl OTMBIBAHUS JIEHET U (PUHAHCUPOBAHUS TEPPOPHU3MA.

Eme opHOW  ySI3BUMOCTBIO  SIBISIETCS  PBIHOK  KPUNTOBAIIOTHI U
Pa3BUBAIOIIMECS  CUCTEMBI  3JIEKTPOHHBIX  IIATEXKEW, KOTOPBIE  AaKTHUBHO
UCIIOJIB3YIOTCSL  JUIsl OTMBIBaHMS JCHEXKHBIX cpenctB. HoBble MeXaHU3MBbI
(UHAHCOBBIX ONEpalUii aKTUBHO MPOTPECCUPYIOT M 3a4aCTYI0 BBIXOAST 3a paMKU
KOHTpOJIsi peryastopoB (Hanpumep IIb P®), Takum o00pa3om CTaHOBSTCS
WHCTPYMEHTOM (DUHAHCHUPOBAHUSA TMPECTYNMHOW JEATEIbHOCTH HE TOJIBKO Ha
tepputopun Poccurickon denepanuu, HO U BO BCEM MUPE.

CymecTBeHHYI0 Yrpo3y TMpEICTABISIIOT MHOTOYHCIICHHBIE KOJ-LIEHTPBI,
pacnoyio)KeHHbIE Ha TEPPUTOPUU HEAPYKECTBEHHBIX TIOCYJapCTB, KOTOpPHIE
3aHMMAIOTCS XMILIEHHEM JIEHEKHBIX CPEACTB TPaKJIaH W 3a4acTyl0 IbITAKOTCS
BBIHY/IUTh TOTEPIEBIINX COBEPIIUTH JUBEPCUOHHBIC ACHCTBUSA. ODTHU UEHTPHI
HEOJTHOKPATHO 3aJICHCTBOBAIIMCH I MACCUPOBAHHBIX TEJIE(POHHBIX aTak C
COOOILIEHUSIMU O TOTOBSIIIMXCS TEPAKTAX.

C ObICTpPBIM pa3BUTHEM 3JEKTPOHHBIX CPEACTB OOMEHA U NEpe/layu TaHHbIX
Bce Oousbllle M OOJBIIE MPECTYIUIEHUH COBEPIIAETCS C MPUMEHEHHEM BBICOKHX

TEXHOJIOTUH.



Ecnmu roBoputh 0 mudpax, to, mo cenenusMm b PD, momennuku B I
kBaprtasie 2024 roga moXUTUIN y KIMeHTOB 6ankoB 9,3 mupa py0O:eit, uto B 1,9 paza
Oonbine mokaszatens 3a |l kBapran (4,3 mapna pyOiei) u B 2,2 pa3a MpeBbIIIacT
CPEeIHMIA TTOKA3aTeNb 3a MPEIIIECTBYIOIIUE YETHIPE KBapTaa’,

CornacHo craructuyeckuM AaHHbiM MBJ, dukcupyercs exeroaHslii pocT
KOJIMYECTBA  3apETUCTPUPOBAHHBIX  MPECTYIUICHUH  C  HUCIOJIb30BAHUEM
uH(POPMAIIMOHHO-TeIEKOMMYHHUKAIIMOHHBIX TexHojoruit (UTT). 3a mocnemnue
YeThIPE roJia UX YKCI0 YBEIUIHIOCh Ha TpeTh (+32,6%) ¢ 510,4 teic. B 2020 roay
no 677 teic. B 2023 romy. Opranamu BHyTpeHHHX aen P® B 2023 rony
paccieoBaHbl yTrOJIOBHBIC Jeia, BO30YKIeHHBIE o (akTtam coBeprieHus 149,9
ThIC. (+20%) mocsAraTeabCTB JaHHON KaTerOPHH, B IEPUOJI C STHBaps 10 uioHb 2024
roja— 82,3 teic. (+1,9%) I T—nesuuii. B ctpykrype UTT npectynHoctu B 2023 roxy
npeo0iafanyd JUCTaHIMOHHBIE KPaXd U MOIIEHHUYECTBA, KOTOPbIE COCTABUIIU
HOYTH TPH YeTBEePTH Takux npectymienui (70,2) %.

B suBape-urone 2024 rona uncino 3apeructpupoBanubix UTT npectyrmennii
yBenanumiiock Ha 15,8% u nocturio 368,7 Thic.

TpanuuuoHHbIC OaHKOBCKHE UHCTPYMEHTBI UCTIONB3YIOTCS
3JIOYMBITIIUICHHUKAMU JIJI1 OCYIIECTBIICHUSI BBIBOJA TEHEBBIX JIEHEKHBIX CPEJICTB,
MOJIYYCHHBIX OT COBEPIICHHUS KUOEPIPECTyIUIeHW, HE3aKOHHOW HTOpHOU
JeSTeNIbHOCTH (OHJAtH-Ka3WHO), TOPTOBIM HAPKOTUKAMH, OpPYKHEM U JIpYyroi
IPOTUBONPABHOM NEATEIBHOCTH. Y Ka3aHHbIE JCHEKHBIE CPEJICTBA MPOXOJAT Yepes
00JBIIIOE KOJUYECTBO CUETOB JIPOIMOB, HA KOTOPHIX CMENIMBAIOTCS C JIETaJbHBIM
JIEHEHBIM 000POTOM, BBIBOJATCS HA KPUIITOOMPIKU WIIM KPUNTOOOMEHHUKH IS
JIeTanu3aliy Wi JajJbHEHIIIero UCTOIb30BaHUs B TPOTUBOIIPABHOM JIEATETLHOCTH.

[TIpobiema kyma cepbe3Hee, YeM MOXKET IOKa3aTbCs Ha TEPBBIN B3TIIALL.
[TomoGHBIE YyTPO3bI OTMEUYEHBI HE TOJIBKO B Poccuu 1 MOTYT OBITh aKTyaJIbHBI JIJIS

ctpan CHT'.

?0O0beM NOXMIIEHHBIX MollleHHUKaMu B PO cpencts B 11 KB. BBIpOC MOUYTH BABOE OTHOCUTEIHHO
II kB. // NUnTepdaxc. 09.12.2024. URL: https://interfax.ru/russia/996734



OpnHako y MOIIEHHUKOB €CTh MPOOJIEMbI C TaK HAa3bIBAEMBIM «OTMBIBAHUEM))
JEHEXHBIX CPEACTB. ITO 03HAYAET, YTO 3JI0YMBIIUICHHUKAM HEOOXOIUMO MPUAATH
BUJI 3aKOHHOTO BJAJICHHS JEHEKHBIMH CPEICTBAMHU, KOTOPbIe OBUIM IMOJYYEHBI,
HaIrpuMep, B pe3yibTaTe KuOepmoineHHu4YecTBa. JlJIs ATUX Teleld MOIICHHUKA
MPUMEHSIIOT PA3JIMYHbIE «UHCTPYMEHTB», HANpUMEp, NPUBIEKAIOT K ITOMY
MPOIIECCY TaK Ha3bIBA€MbIX JApONIEpoB. Jlpommepsl — 3TO JuLa, KOTOPBIE
WCIIOJIB3YIOT CBOWM KapThl i1 OOHAIMYWMBAHWS WM TpaH3uTa (HaJbHEHUIIen
OTIMPABKH) MOXUIICHHBIX JICHEKHBIX CPEICTB.

CornacHo Marepuaiiam pacciegoBanus COepa «AHaIM3 CUCTEMBI BBIBOJIA
JICHEe)KHBIX CPEJICTB, MOXMIICHHBIX Yy TpaxkaaH», HauOojiee MOMyJIIpHBIMU
CI0CO0AaMHU BBIBOJIA OXMILEHHBIX JICHEKHBIX CPEICTB SBJIAIOTCA :

- IEPEBO/1 B KPUIITOBAJIIOTY Cpa3y C KapThl HOTEPIIEBILETO, C TAK HA3bIBAEMOT'O
«TPSA3HOTO» IUIACTHUKA;

- TIEPEBOJI B KPHUMNTOBAIIOTY C «YHUCTOTO IJIACTUKA», T.€. B3HOC JIEHEXKHBIX
CPEICTB Ha KapThl Jpona, KOTOpas paHee HE ydacTBOBaJla B COMHHUTEIbHBIX
onepanusx;

- OOHaIMYMBaHUE, aKKyMYJIUPOBAHUE KPYMHBIX JEHEXKHBIX CYMM, C
MOCJIEAYIOIIEH MOKYITKOW KPUIITOBAJIFOTHI;

- oOHanMYMBaHWE, AaKKyYMYJIHMPOBAHHME KPYIIHBIX JICHEKHBIX CYMM, C
MOCJICIYIOMIEN TOKYTTKOW BaIFOTHI;

- OOHaMMYMBAaHUE KPYIHBIX JEHEKHBIX CYMM, TPAaHCIOPTHPOBKA B APYrou
PErMOH B3HOC HAa «YUCTBIN» TUIACTHUK U J1ajiee MEKOAHKOBCKHUE MEPEBO/IbI.

Taxxxe o ceegenusim MBJ[ Poccuu B Hacrosiee Bpemsi chopmupoBasiach
cyneOHas TpakTUKa TI0 B3BICKAHMIO HAa OCHOBAaHWM HCKOB  TPaKIaH
HEOCHOBATEJIbHOIO O00OTallleHHs] ¢ HEMOCPEACTBEHHBIX BIAJENbLIEB CUETOB, HA

KOTOPLIC ITIOTCPIICBIIUC IICPCUHUCIINIIN ACHCIKHBIC CPCACTBA.

* AHanmu3 CUCTEMBI BBIBOJIA ICHEKHBIX CPEJICTB, MOXUIIEHHBIX Y TpaxkaaH // Coep baHk.
URL:https://www.sberbank.ru/ru/person/kibrary/investigations/analiz-
sistemy_vyvoda_denezhnyh_sredstv
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Taxk, cornmacHo nonoxxerusm crarbrt 1102 ['paxxnanckoro xoaexca PO, muro,
KOTOpOe 0e3 yCTaHOBJICHHBIX 3aKOHOM, MHBIMH TPABOBBIMH aKTaMHU WJIM CHEIKOU
OCHOBAaHMM mMpUOOpeno wWiId cOeperJo HMMYHIECTBO 3a CYET JApPYyroro Juia
(motepmeBmiero),  o0s3aHO  BO3BpPAaTUTh  MOCIECIHEMY  HEOCHOBATEIIHHO
MPUOOPETEHHOE U COEPEKEHHOE UMYIIIECTBO (HEOCHOBATEIbHOE oOoraiieHue). B
XOJIe PAaCCMOTPEHUSI 3adBJICHHBIX IPU YKa3aHHBIX OOCTOATENbCTBAX HCKOB
OTBETYUKH — HOMHUHAJIBHBIE BIIAJIENBIIBI CUETOB JOKA3AaTEIbCTB HATMYHUS 3aKOHHBIX
OCHOBAHMM JIJIs1 IPUOOPETEHUS ICHEKHBIX CPECTB IIPEICTABUTH HE MOTYT, B CBSI3U
C YeM CyIbl BBIHOCAT pEIICHHS B TOJIb3y IMOTepneBmuX. boiee Toro, maxe
3asBJICHHBIC MMM JOBOJBI O Iepefadye MaHHBIX O CUeTe TPEThUM JIUIaM He
paccMaTpUBalOTCs KaK JOCTaTOYHOE OCHOBAaHUE JJIA OTKa3a B YJIOBJICTBOPECHHUU
WCKa, TIOCKOJIBKY B JTHX CiIy4asX (DaKTUUECKH TIOATBEPKAACTCS HAPYIICHHUE
yCJIOBUM 0AHKOBCKOTO 00CITY>KUBaHUSI.

B Hacrosimee BpeMs B X0J€ HCKOBOM paOOThl B OTHOIICHWM BIIAJIETBIICB
CYETOB, HAa KOTOPHIE TOCTPAAABIINMH NIEPEUNCIISIINCH JICHSKHBIE CPEJICTBA, B CYBI
MO/JaHO CBbIIE 8,6 ThIC. 3asBIEHUN, U3 KOTOPHIX 2,9 THIC. PaCCMOTPEHO U
YAOBJIIETBOPEHO Ha cymmy Oosee 1 mupa. pyOnei.

Brleykazanabie JaHHBIE CBUACTEIBCTBYIOT O TOM, YTO paccMaTpuBacMasi B
HACTOSIIIIEM YpPOKE TEMaTHKa SIBISETCA OCOOCHHO aKTyaJlbHOM B COBPEMEHHOMU

KHU3HHU 1A KaXXKA0I'0 4€JIIOBCKA.

I]enb ypoka — MOTUBUPOBATH OOYYAIOIIUXCS HA BEIPAOOTKY JIMUHOU CTpaTEruu
rPAaMOTHOTO TIOBEACHUS B CHUTYyallUsX pacTylmux (PUHAHCOBBIX PHUCKOB H

(I)I/IHaHCOBOFO MOIICHHUYCCTBA.

3aoauu ypoka:
® 3aJI0KUTH Y 00YJAIOIIUXCSI OCHOBBI TPAMOTHOTO (PMHAHCOBOTO TIOBEICHUS;
e chopMUpOoBaTh y O00yHarOIIMXCS MPEACTABICHUE O MPHU3HAKAX CUTyalui
(UHAHCOBOTO MOIIICHHUYECTBA, a TaKXKe MpH3HAKax (UIIHUHTOBBIX W JIPYTHX

MOIICHHUYCCKHNX CXCM,



® Hay4YHUTh O0YYaIOIIHUXCH:

- pacrno3HaBaTh Yrpo3y MOIIEHHHYECTBA W HE COBEpIIATh JACHUCTBUU IO
IJIaTEXaM U MEPEBOJIaM B TI0JIb3y MOIIIEHHUKOB;

- ICTI0JIb30BaTh AJITOPUTMBI I€CTBUN B TUIIMYHBIX CUTYalUsX, CBSI3aHHBIX C
BO3MOXKHBIM WJIH YK€ COBEPIICHHBIM (PUHAHCOBBIM MOIIIEHHUYECTBOM;

- IPEANPUHUMATH MEPBI IPEAOCTOPOKHOCTH TP UCIIOIB30BAHUHN PA3TUYHBIX
BUJIOB JICHET U MPOBEACHUH ONEPALIAN C HUMMU;

- KPUTHUYECKH OTHOCUTBCS K MPEIJIOKEHUSM C MPU3HAKAMHU JIABJICHHS,
MaHHIYJMPOBAaHUS, MOILICHHUYECKHUX JECUCTBUM;

® [OHMMATh M OCO3HaBaTh, 4YTO 3a Bce (DUHAHCOBBIC PEIICHUS
OTBETCTBEHHOCTh HECET COOCTBEHHUK CPEACTB, JIa’K€ €CIIU PEIICHUS TPUHATHI MO]T

BJIMAHHUCM PCKIAMBI U 1101 AABJICHUCM MOIICHHHUKOB.

Memoouueckue npuemot’

® [IOCTaHOBKAa NpoOiemMbl ((HOpMYIUPOBKA AaKTyaJIbHOW B COBPEMEHHOU
KHU3HH MPOOJIEMBI SBJISICTCS BaXKHBIM aCTIEKTOM IPUBJICUCHUS] BHUMAHUA);

e 0000mIeHME (peasibHbIE MPUMEPHI BBIABIAIOT E€IUHBIM TOIXOI IpHU
pealin3anyy MOIIEHHUYECKUX CXEM);

e HarjsAAHas ~ [pe3eHTalus  (BU3yalM3alusi Marepuaja  MO3BOJISET
00y4aroIMMcs 3aKOHCTIEKTUPOBATh OCHOBHBIE TE3UCHI);

® MO3roBOM MITYpM (TIpU OOCYXKAECHUU KEHCOB 00yUYarOIIUMCS Mpe/jiaracTcs
CHPOTHO3UPOBATH PAa3BUTHE COOBITHIM M CAMOCTOSTEIBHO ONpPENEIUTh NPaBUIIbHbIC
JICHCTBHS )KEPTB MOIIICHHUKOB);

e yyeOHass AUCKYycCHs (pacCyXXIeHUE HaJl TMOCTaBJIEHHBIMU MpobiieMamMu
co3gaeT OnarompusiTHyr0 atmocdepy Juisi OOMEHa JIMYHBIMH  OIMBITOM
00yYarOIUXCs);

e cucreMaTusanus W Kiaccupukanus MaTepuaia (4eTKoe JIeTieHHe
MOILIEHHUYECKUX CXEM U IPHUEMOB Ha KaTErOpUHU MO3BOJISIET MPEICTaBUTh MaTepHall

B 3allOMHHAOIIeMcs hopmare).



Pa3znen 1. CoBpeMeHHbIe HHCTPYMEHTHI TeJIe()OHHOT0 MOIIICHHUYECTBA.

Haub6oee MOINYJSAPHBLIC CX€EMbI MOIICHHUYIECCTBA

He Oyzner mpeyBenndeHHeM CKa3aTh, YTO MPAKTUYCCKU KaXIBIA POCCHUSHHUH
CTaJIKMBAJICA C TeneOHHBIMA MOIICHHUKaMHU. Bompoc 3Hammii B cdepe
KHOEPIPECTYIICHUH OCTACTCSI TO-TIPEKHEMY BaXKHBIM, €T0 aKTYaIbHOCTh PAcTeT B
reomeTpuyeckoi mporpeccun. CormacHo craructuke, 80% XuIeHWil CpencTs
MIPOUCXOANT AUCTAHIIMOHHO, 0O0JIee TOTO €KErOHO PACTET HE TOJBKO KOJIUYECTBO

IPECTYILUICHUH, HO M 00BbEM IHOXHUIIEHHBIX CPEICTB®,

o (xema menehonnozo mouwteHHUYECMEA C UCNOTIBL3068AHUEM ROPMAIA
«locycyeu»

310YMBIIUICHHUKN CTAJIM AaKTUBHEE HCIOJIB30BaTh moprtan «l'ocycmyru» B
cBoMXx cxeMax. Benp, monyunB goctyn K «l'ocyciayram», MOIIEHHUKH IOJTYy4YarOT
CaMO€ IJIaBHOE: HAIllM MCUYEPIIBIBAIOIINE NMEPCOHATBHBIC TaHHbIE. Kak N3BECTHO, HA
nopTaje MMEIOTCS TaKue CBeAeHUs, Kak macrnoptHeie nanHeie, MHH, CHUJIC,
OMC, BoauTenbckoe yaocToBepeHue u npodee. Camoe 0e300MaHOE, YTO MOTYT
CHenaTh MOIIEHHUKHA, — 3TO MNpPOJaThb HAIlW MEPCOHAIBHBIE JAHHBIC
3JIOYMBINIJICHHUKAM, a TaKXke, HampuMmep, Oo(QOpMHTh MHUKpO3aiiM, HCIONb3Ys
nopran «locycnyru» pansi MOATBEPAKIACHHUS JIMYHOCTH B HEKOTOphiXx M®O
(MUKPO(PUHAHCOBBIX OpPraHU3ALMSIX ).

B nomonHeHne K y)K€ IIUPOKO HM3BECTHBIM CXE€MaM ITOJYYEHHUS CMC-KOJa,
MOATBEPKAAIOIIETO CMEHY TMapoJig, ¢ TOMOIIBI COLMAIBHON WHXECHEPUU
MOSIBIUINCh HECKOJIBKO HOBBIX BO3MOXKHOCTEM aTak Ha KOHTAKTBl CITYXKOBI
noAAepkku cepsuca. OAHUM U3 TOCIAEAHUX METOJIOB SIBJISIETCS MyOJUKaIUs
(heMKOBBIX HOMEPOB CIYXObI MoaAepkku «l'ocyciayr». [l 3TOro MOIIEHHUKH

MOJIJICTBIBAIOT CIIPABOYHBIE CANTHI, MyOIMKYIOT HA HUX (PeiKOBbIE HOMEpa CIIyKO

*KubepMOIIIeHHUKH 32 AeCATh MECSIIEB YKpalu y poccusiH 6onee 158 mupa pyouneit
//KommepcanT.09.12.2024. URL:
https://kommersant.ru/doc/7362381?ysclid=m4zytgdzed607797372
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noaaepxkku «l'ocycimyr». Uepe3 HHUX 3JIOYMBIIUICHHUKH TMOXUIIAIOT JIOCTYN K
aKKayHTaM I0Jb30BaTeNei NopTaia, Jajee ¢ MOMOIIBIO OUCKOBOTO MPOABUKEHUS
nobusatorcss ux mnoseieHus B TOII-10 mouckoBeix cuctem. I[lomumo »storo,
3JIOYMBITIUICHHAKN PACCBUTAIOT CMC-COOOIIEHUs O SKOOBI HEYMadyHON TOIBITKE
BXOJIa WJIM B3JIOMa aKKayHTa U B HHUX K€ YKa3bIBAIOT MOAJICTbHBIN HOMED CITYXKObI
noaaepkku. OCHOBHAs ONACHOCTD ISl TPaXkAaH 37€Ch 3aKI0YAETCs B TOM, UTO OHH
HCKPEHHE BEPST, UTO ICUCTBUTEIHPHO OOPATHIIHCH B CITY>KOY MOIIEPIKKH TIOpTaia U
TOTOBBI BBINOJHATh KOMAaH Ibl MOIIIEHHUKOB.

Spkum puMepoOM MOXKET CTaTh UCTOPUSI, KOTOPask MPOU30IILIA C TPAXKIAHKOM
u3 ropojga Mocksbel: JlrogMmuna sBAsSETCS AKTUBHBIM KIHUEHTOM OJHOTO W3
KpynHeHmux ¢deaepaibHbIX OaHKOB CTpaHbl, TJ€ HMEET 3apIUIaTHYIO KapTy,
HaKOMUTEIBHBIN CUeT, BKJIAJl U Jpyrue OaHKOBCKHUE MPOAYKTHI. JIroaMuiia permia
WHBECTUPOBATH HAKOIHUBILKECS COSPEKECHUS B CTPOSIIEECS KUIIbE.

BBuay coBpeMeHHBIX TPEHJOB Mpejroaraiach nudpoBas caenka, TO €CTh
noanucanue JJIY (moroBop moneBoro yuactus) ¢ nomoinpio YKOIII (ycunennas
KBAIM(UIIUPOBAHHAS  DJIEKTPOHHAS TOJIIKCH), SBISIOMICHCS  AJICKTPOHHBIM
aHasioroM pykonucHou noanucu. [loka Jlronmuna oxunana «seimycka» YKOIII, ei
MOCTYIUJ 3BOHOK OT «COTpYyIHUKa» ['ocyciyr, KOTOpbIi el cooOIui, 4To Ha ee
UM ObLIO TIOJYYE€HO MUCHMO. 3II0YMBIITUICHHUK YTOYHUJI, KAKOW CIIoco0 nepeaadu
nvichbMa Haubosiee y100eH: MOCPECTBOM AJIEKTPOHHON MOYTHI WJIM OTIPABKOW Ha
JIOMAIITHAKA ajjpec, KOTOPBIM K TOMY kK€ ObLT Ha3BaH MOIIEHHUKOM KOPPEKTHO.
JromMuna, He 3amoJo3puB IMOABOXA, MONPOCHJIA HANpPaBUTh MHUCBMO Ha aJpec
ANIEKTPOHHOM TOYTHI (UIsl yCKOpeHus Iporecca). st 3TOro «COTpYIHUKH
['ocycnyr HampaBuiu Ha ee TeleoH CMC-KOJ U MOMPOCUIIU €r0 MPOJUKTOBATS.
Tompko yepe3 10-15 muHyT, mMOCHE TOro Kak CMc-KOA ObUT Ha3BaH, >KCHIIMHA
pemmia eme pa3 BHUMATEIBHO MPOYUTATh HAMPABICHHOE €Ml CcooOIIeHue W
oOHapy>KuJjia, YTO B €ro COJIePKaHUH €CTh HHPOPMAIIHsI O CMEHE IapoJIst Ha IopTalie
['ocycayr. IIpu nonbiTke 3aiitu B cBoit JIK Ha ['ocycnyrax oHa yBuaena, 4To JOCTYII

ObLT yx)e 6omee HeBo3MOkeH. OUeBHUIHO, UTO TIPOU3O0IIIA CMEHA ITapOJIsl.
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Kak mMbl BUIUM, B OTHOIIIEHUHU «KEPTBBI» 3/1€Ch OBLIN UCHOIB30BAHBI METOIbI
«COLUMAJbHON WHXEHEpUW», BEIb 3JIOYMBIIUICHHUKaMH ObUIM Ha3BaHbl €€
«uyBcTBUTENbHBIE» naHHbIe: MO, agpec 3eKTPOHHOM MOYTHI, aIpec MOCTOSHHON
pEerucTpaluy, a ¥ B LIEJIOM OHA */1ajia 3BOHOK 1o ¢akty rotoBHocTH YKOIII. 310
MPUBEJIO K YCHIIUICHUIO OAuTeNbHOCTH U notepe Aoctyna JIK moprana ["ocycnyr.
O4eBUIHBIM JEHCTBUEM CO CTOPOHBI KEPTBBI JOJIKHA ObUla OBITH BepUDUKaAIUs
CMC-COOOIICHHS Mepel 03BYYHBAHUEM CMC-KO/1a MOIIIEHHUKAM.

Kpome Toro, mst 00.151cHbl 8Cez0a nomMHumMs, Ymo cCOmpyoOHUKU nopmaia

«l'ocycnyz» HuKkoz20a ne 360HAM 2PANHCOAHAM, MeM DoJiee ¢ MOOUTbHBIX HOMEPOE.

o  Mowennuuecmeo no cxeme Fake Boss

Hapsny ¢ Takumu ¢opmMamMu MOIIEHHUYECTBA, KaK B3JIOM YUYETHBIX 3aIucen
Ha moprane «l'ocycmyru», 3BOHKOB OT «coTtpyaHukoB» [[b P®, ®Cb, MB]I,
NPOKypaTypbl U APYTUX, TaKKe M3BECTHA Takas cxema, kak Fake Bo0ss. Cxema
JIOBOJIbHASL MPOCTA: 3J0YMBIINUICHHUKU BBIJAIOT CE0Sl 3a PYKOBOAMTEINS KEPTBBI,
MUIIYT € cooOIIeHe B HauOoJiee MOMYJISIPHBIX MECCEHIKEPaX 0 HEOOXOAUMOCTU
MEPETOBOPUTH C MPEACTABUTENIEM «IOJUIIUNY», «IPO(PUIBHOI0» BEJOMCTBA HIIU
JIPYTUM TOCYyIapCTBEHHBIM OpraHoM. [Ipu nanpHenmeM B3auMOAECUCTBUN C TAKUMU
«MPEICTABUTENSAIMI» 3TO NPHUBEAET K TOMY, YTO KEPTBA MEPEUHUCIUT CBOU
JICHEKHbIE CPEJICTBA HA TaK HAa3bIBA€MbIE CIICIIMAIbHBIC/O€30MIaCHbIC CUeTa.

AJITOPUTM CIEAYOIIUN:

- cozmaercs 00 (eHKOBBIM aKKayHT PYKOBOJUTENSI B MECCEHKepe (Ipu
ATOM HCIOJB3YeTCsl BCs HeoOXoaumass uH(opMainus, pa3MmelniéHHas Ha caiTte
OpraHu3allid, B KOTOpOW paboTaeT KepTBa, HANpPUMEp, TOCYAAPCTBEHHbBIE
OpraHu3allii, B YaCTHOCTH, 00pa30BaTeNIbHbIC YUPEKACHUS: BY3bl, IIKOJIbI U T.1.),
00 B3JIaMBIBAETCS PEabHbIA aKKayHT PYKOBOIUTEIIS.

- 3aT€M C JTOTO aKKayHTa TMOCTYIAIT COOOIICHHS COTPYAHHKY (3KEpTBE)
OpraHu3alid, B KOTOPBIX «PYKOBOJWTEb»  OpPTraHU3alUMU  YBEIOMJISET
NOAYMHEHHOTO O TOM, YTO €My I[OCTYOUT 3BOHOK OT NpEeACTaBUTEINIEH

rOCy/apCTBEHHBIX BEJAOMCTB M OyAeT HEOOXOAWMO COO0IaTh TOCTOBEPHYIO
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uHpopMaluio. HacTo 3110yMBIIIIIEHHUK YBEPSET, UTO sIKOOBI OH caM paHee oOmiaics
C MPAaBOOXPAHHUTEIBHBIME OpraHamMu. Oco00e BHUMaHHE «PYKOBOIUTEIHY yIEISIET
KOH(UACHIIMATPHOCTH Pa3roBOpa, O KOTOPOM HUKOMY HEINb3s TOBOPUTH U YTO
HEOOXOIMMO YETKO CIIEZI0BATh HHCTPYKIUAM I10 TeIe(OHY;

- IOJITOTOBJICHHBIH K OYAyIIeMy pa3roBOpy COTPYAHUK TEPSET OJAUTEIHHOCTD,
4TO HEMHHYEMO MPUBOIUT K (DMHAHCOBBIM IMOTEPSM BCIICJCTBHUE MEPEBOJA CBOMX
JICHEeKHBIX CPEJICTB HA «CIIEIUALHBIC CUETaY.

PaccmotpuMm peanbHyto uctopuio. COTPYIHHKY OJHOTO U3 BY30B TOpoja
Mockssl B Telegram mpunmio cooOmmieHre OT peKTopa 3TOro By3a O TOM, YTO B
OTHOIICHHH O0PAa30BATEIBLHOTO YYPEKICHHUS MPOXOJHUT IMPOBEPKA CO CTOPOHBI
IPaBOOXPAaHUTEIBHBIX OPTaHOB B YAaCTU PACIPOCTPAHEHUS TIEPCOHATBHBIX JaHHBIX.
«PekTop» TOsSCHWI, YTO paHee caM OH YK€ OOmaics Ha JaHHYI TeMy H
peaynpeau COTPYAHUKA O TOM, YTO CKOPO TOCTYIUT 3BOHOK OT MPEICTaBUTES
MBJ. Jlanee, kak ObLIO CKa3aHO paHee, C COTPYIHUKOM CBS3AJICS MPEICTABUTEIb
NIPaBOOXPAHUTEIBHBIX OPTraHOB C COOOIIEHHEM O TOM, YTO OT HMMEHH JKEPTBHI
IPOBOJISTCS] HE3aKOHHBIE (DMHAHCOBBIE OTEPAIMH U IJIsI COXPAHHOCTH COepeKeHHMI
Ha BpeMs CJICICTBUS HEOOXOIUMO ITEPEBECTH CBOH JICHBTY Ha «CIICITUATLHBIN) CUET.

Taxum 006pazom, MOIIEHHIKAMH YaCTO IPOBOIUTCS MPeIBapUTEIbHAS paboTa
[0 TIOJATOTOBKE KEPTBBI, KOTOpas MOXET 3aHUMaTh JOCTATOYHO JUTMTEIbHBIH
nepuoi. I3BECTHBI HCTOPHH, B KOTOPBIX MEPEMUCKA C «PYKOBOJAUTEIEM) 3aHHMAaJIa
HECKOJIbKO MECSIIEB M CoJiepKasia B ceOe Mo3paBieHUs C pa3THIUKaMH, pabodne
BOIIPOCHI, B KOTOPBIX OBUIO yKa3aHWE Ha KOHKPETHBIX Juil. OT moaBeprmeics
BJIMSIHAIO JKEPTBBI MOUICHHUKA MOTYT JIOTIOJIHUTEBHO TIOTPeOOBaTh B3SITh
MaKCUMaJIbHO BO3MOKHOE KOJHMYECTBO KPEAWTOB B Ppa3lMYHBIX OaHKaX C
TIOCJIEAYIOIIUM TIEPEBOIOM MOJTYUYEHHBIX CPE/ICTB Ha «CIEIUAIBHBIE CUETaY.

Kpome Toro, 11e5TbI0 TaKHX 3BOHKOB MOXKET SIBJIATHCS IMOy4eHUEe WHPOPMAIHN
O IIPYTHX COTPYIHHMKAX KOMIIAHWH JJISi UCTIOJIB30BAaHUS B JNaJIbHEUIIHMX aTakax.
3ayacTyro, 4TOOBI BIUTHCS B JIOBEpUC, MOIICHHUKH HAMPABISIOT JKEPTBE
CKaHMPOBAHHBIE KOMUH JTOKYMEHTOB OT MPaBOOXPAHHUTEIBHBIX OPTaHOB, KOTOPHIC

OYCBHUIHO ABJIAIOTCA IIOAACIIBHBIMU.
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[Ipy naHHBIX BUAAX aTaK PEKOMEHIYETCS MPOBEPSTH MPaBUIBHOCTH HOMEPA
WIM aKKayHTa, ¢ KOTOPOrO 3BOHAT OT MMEHM pyKoBoauTens. Takke HyXHO
oOpalaTe BHUMaHUE, MMOSBIISETCS JIM B MECCEHIKepe yBeaoMIIeHHE «Jl00aBUTh» U
«3abmokupoBatb». Eciau oHO ecTh, TO aOOHEHT OTCYTCTBYET B CIHCKE BaIlIHX
KOHTaKTOB. Campim Jydmium 6apuanmom npomueooeiucmeus makomy 6uoy
MouwieHHuU4Yecmea Oyoem 3aéepuieHue KOHMAKMA U C6A3b C PYKOeooumenem

nocpedcmeom ZOPOOCKOZO Ui MOOUIbHO20 meﬂed)oua no ceoeii UHUUUamuee.

e 360HOK om onepamopa comoeoil ceéa3u «Y eac 3akanuueaemcsa cpok
oelicmeus 002060pa)

JlaHHBIM BUT TEIE(POHHOTO MOIIIEHHUYECTBA MOSBUJICS HECKOJIBKO JIET Ha3aj| U
MO-TIPEXKHEMY OCTAETCs aKTyaldbHBIM «HHCTPYMEHTOM» [IJISl 3JIOYMBIIICHHUKOB.
SKoObl COTPYNHUK KOJUI-IIEHTpa YTBEPXKIAET, UYTO CHUM-KapTa a0OHEHTa B
Onmkaiiiee Bpemsi He OyJeT paboTaTh B CBSI3U C OKOHYaHHMEM CpPOKa JIOroBOpa
o0CITy>)KMBaHUSI MOOWJIBHBIM omepaTopoM. OYeBHAHO, YTO CETrOJHsA 0O€3 CBS3U
OCTaBaThCsl HUKTO HE XOYET, MOITOMY MOUIIEHHUKH TYT K€ «CTEIIOT KPAacCHYIO
JIOPOKKY», IpeAJIaras pelueHue: MpsMo celvac MpoIuTh JOTOBOP U MPU 3TOM IS
YCBITUICHUSI OTUTEIBHOCTH COOOIIAIOT, UTO «HUKAKKUE TUYHBIC JAHHbBIE, B TOM YKCJIC
MACMOPTHBIE HA3bIBaTh OY/IET HE HYXKHO», BEJb OHU YKE UMEIOTCS B 0a3e JaHHBIX
omneparopa cBsizu. He nmponHpopMupoBaHHBIN 0 MOI00HOM POJi€ MOIIEHHUYECTBE
IpaXJIaHUH, MPOJOJKAs OCTABaThCA HA CBA3U CO 3JIOYMBIIUICHHUKOM, PUCKYET
MOTEPATh CBOU JIEHbI'U. LebI0 MOIIIEHHUKOB SIBJISIETCS TEM WJIM MHBIM CIIOCOOOM
MOJYYUTh JOCTYI K TMEPCOHAIBHBIM JaHHBIM JIJII UX MCMOJb30BAHUS B CBOMX
MOIIEHHUYECKUX CXEeMaX.

Paccmotpum Ha mipumepe, kak 310 npoucxoaut. Mysxkunne o umenu [lasen
nocJje pabodero JAHs pa3aics 3BOHOK ¢ HEU3BECTHOTO MOOMIIBHOTO HOMepa. [1aBen
KaK JICJIOBOM YEJIOBEK, KOTOPOMY YacTO 3BOHST MO pabOYMM BOMPOCAM, OTBETHIL
3BOHSAIIMNA MPEACTABWICS COTPYIHUKOM MOOWJIBHOTO oreparopa (IIpu 3TOM HE
YTOUYHUJI, KAKOTO UMEHHO) U JIF00E€3HO COOOIIUI O TOM, YTO €CIIU CPOK JEHCTBUS

JIOTOBOPA MOOMJILHOM CBSI3M HE MPOJUIUTH B TOT K€ JIEHb, TO CUM-KapTa MPEeKPaTUT
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paboTy W [aHHBIA HOMEp MNpOJaxyT HOBOMY Biajaenbly. [laBenm yrounwin y
«COTPYIHUKa» MOOWIBHOTO OIEpaTopa, 4TO HYXHO CHAeNaTh IS MPOJIJICHUS
J0roBopa. EMy OTBETWIM, YTO JOTOBOP MOKHO IPOJUIMTH «IIPSAMO celdac» B
pexxrMe Tene(OHHOro 3BOHKA M HUKaKue TepCOHANIbHBIE JaHHBIE HE OTPEeOyIOTCH,
IOCKOJIbBKY OHM ObUIN IEpeaHbl «paHee Npu 0pOpMIIEHUH CUM-KapThDy. OHAKO
MOILIEHHUKHU MOMPOCHIN IPOJUKTOBATh CMC-KOJI, KOTOPBIM MOCTYIUT Ha TEIE(OH.
Tak kak IlaBen yxxe 3Han 0 NOJOOHBIX CXeMax, TO OH IPEpPBAJl Pa3roBOp, MOJOKUB
TPyOKYy.
Jlanee coOBITHS MOTIIH Pa3BUBATHCS MO-PA3HOMY.

1. [TocTynuBiiee cMmc-cooOlieHne KOOl Al MPOJJIEHUs] AOrOBOpa Ha
camMoM Jienie OyneT ABIAThCA cOpocoM mapoiisi il nopTana «locyciayrm» (o ueM
paccKka3aHoO BBIIIE). 3JOYMBIIUICHHHUKM MOTYT TOJYYUTh HCYEPIIBIBAIONIYIO
uHboOpMaIMI0 s JaldbHEMIIUMX MaxXWHAUWM, Hampumep, Uil OQOpMIICHHUs
kpeautoB B MOO (MUKpOPUHAHCOBBIX OpraHU3AIMSIX).

2. «CoTpyAHMKW» omnepaTtopa sl NPOJJIEHHS AOTroBOpa MOOUIIbHOMN
CBSI3U TIONPOCAT BBECTH OMNPEICICHHYI0 KOMOMHaAIuio nudp Ha TenedoHe, 4To
MPUBEAET K Mepeapecalny BXOIAIUX BEI30BOB U CMC COOOIIEHUI Ha MOOUIIbHBIE
Tene(OHbl MOIIEHHUKOB U MOXET JaThb UM IOJIHBIM KapT-OnaHul JJIsi CMEHBI
napoJsieid, B TOM 4Hclie B OAHKOBCKUX MPUIIOKEHUSX.

3. BecpMa HecTaHAapTHBIA W HEOXKWJIAHHBIA U1 HEOCBEIOMIIEHHOIO
4eJIOBEKa BapuaHT. B MOMEHT, Korja «IOoTEpIEBIIMi) Ha3Bal MOLIEHHUKAM CMC-
KoJ Jyisi BoccTtaHoBieHusa aoctyna B JIK moprama «l'ocycmyru», oHu cpasy xe
«pacCKpbIBAIOT» KapThl M C HACMEIIKOM COOOIIA0T, YTO B3JIOMAIH AKKAYHT
«l'ocyciyr». B 3TOT MOMEHT pacTepsIHHBIN YEJIOBEK, HAXOIACH B TAHUKE, HAUUHAET
NpEeANpUHUMATh OBICTphIE M HE Bcerna OOAyMaHHbIE JIEWCTBHS, HaIpUMED,
IBITAETCS BOCCTAHOBUTH JOCTYI K MOPTaIy, UCIONb3ysd MEXaHU3M cOpoca mapoJis
Ha odunumanbHOM caiite. OJTHAKO 3JI0YMBIIUIEHHUKU yXe aBTopu3oBayiuch B JIK
IrpaKIaHUHA U B CTPOKY KOHTPOJBHOTO BOIIPOCA ISl BOCCTAHOBJICHHS NApOJIA
BIIMCAIM TEKCT CIEAYIOLIErO coaepkaHus: «Bama yderHas 3anmuch BPEMEHHO

3a0JIOKMPOBaHa B CBSI3U C MOJ03PUTENBHON aKTUBHOCTHI0. OOpaTUTECh 10 HOMEPY
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7 FEXAFX AKX AKX 33 Qonee AeTanbHOW WHGMOpMarmein». YKa3zaHHBIH HOMEp
MPUHAJJICKUT MOIIIEHHUKAM, U CaM MOTEPHEBIINN B TAHUYECKOM COCTOSIHUU TOTOB
BBITIOJIHSATD JTFOOBIE YKa3aHus. [{anee MoleHHUKaMu MpopadaThIBalOTCS pa3IMIHbIC
CXEMBI 0 XUIIEHUIO JEHET U MEPCOHAIBHBIX JJAHHBIX.

CTouT OTMETWUTh, UYTO BapHallMM B JAHHOM BHJIE MOIICHHHUYECKONW CXEMBI
MOT'YT OBITh pPa3HbIMH, BMECTE C TEM peuleHue 00HO — 3aANnOMHUME, UMO
onepamopuvl COMoeoil Cé:A3U HUKO20a He OyOym npocums RPOOUKMOBAMb CMC-
K0O U HUK020a He NONPOCAM NPOOUKMO8amMb éauiu nacnopmusle oannvle. Camoe
Jydiliee, 4TO MOXHO CJeJaTh B 3TOW CUTyalldd — 3TO MPEpBaTh Pa3roBOp H
MEePE3BOHUTH 110 HOMEPY TeNedOoHa, yKa3aHHOMY Ha caiiTe MOOMIILHOIO OIepaTopa,

CCJIK CCTb COMHCHUS U BOIIPOCHI.

e 3gonok om Kypvepa «Iloomeepoume 0ocmasxy ueemos/moeapa)

OAHUM U3 HOBBIX CIICHAPWEB MOIIEHHUYECTBA MOXXHO CYUTaTh CXEMY,
CBSI3aHHYIO C JIOCTaBKOMW I[BeTOB/ToBapa. Cxema paboTaeT CIEIYIOIUM 00pa3oM:
KEpTBa TMOJy4yaeT AHOHMMHYIO JOCTaBKY IIBETOB WJIM HEKOro I[ojapKa, dYTO
BBI3BIBAET MPUATHOE yuBIIeHHE. Ha criemytonuii 1eHb ®KepTBE MOCTyNaeT 3BOHOK C
COOOIIIEHHEM OT CITY)KOBI JJOCTABKH, YTO Kypbep HE OTUYMTAJICS O JAHHOW JOCTAaBKE
YCTAaHOBJICHHBIM 00pa3oM, W TPOCHOON MPOAMKTOBATH «KOJA TMOATBEPKICHUS
JIOCTaBKI».

B nanHOM mpuMepe CTOMT OTMETHUTh HECTAaHAAPTHBIA XOJ MOIICHHHUKOB:
UCIIOJIB3YETCsI TIOJIOKHUTENbHBIN, a HE OTPUIIATEIBHBIN CTPECC, K KOTOPOMY MBI BCE
y>Ke MPUBBIKIU. B naHHOM ciiydae xepTBa ce0s 4yBCTBYET 00S3aHHOI, B TOM YHUCIIE
U Kypbepy, KOTOPBIH TI0CTaBUJI TIOJIAPOK.

Bajicno nukozoa ne npunumams om Kypbepoe 3aKazvl, KOmopbvle He Obliu
0hopmiiensvl TUYHO UIU 0 KOMOPBIX 8bl HE Y8eOOMIeHbl. Y TPO30i MOXKET OBbITh HE
TOJIBKO (DMHAHCOBASI TOTEPS, HO U 3I0POBHE, TOCKOJILKY HUKTO HE 3HAET, YTO MOKET

HaxXoAWTbCA B ITOCBIJIIKC, KOTOPYIO BBl HC 3aKa3bIBaJIH.
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e Iloxkynka/npooasxca mogapog na «Aeumoy

CxeMbl, TpUMEHSEMbIE  MOIICHHHUKAMH Ha  CEpBUCE  «ABHTO»,
pacmpocTpaHeHbl M MHOTUM H3BeCTHbI. Kpome TOro, cam cepBHUC pEryJspHO
NpeaynpexiaeT CBOMX KIMEHTOB O HamOoJiee M3BECTHBIX YJIOBKAaX, KOTOpPHIE
WCITOJIB3YIOT MOIIICHHUKH.

Paccmotpum oaHy u3 Takux cxem Ha mnpumepe. JKenmmHa u3 MOCKBBI
permiia caaTh CBOIO KBApTHPY B apeHy. J[J1s OBBIICHNS] CTOMMOCTH OHA PeIIiia
ee wmebOmmupoBaTh W mpuoOpectn mikad Ha cepBuce «AButoy». I[logoOpan
MOHPABUBIIYIOCS TTO3UIIMIO, OHA CB3aJIach C MIPOJIABIIOM U JOTOBOPHIIACH O IIEHE B
pasmepe 10 000 pyGsmeii. OH TpenioKuiI €l caMoi 3aKka3aTh JTOCTaBKY, HAIlpaBUB
(GUIIMHTOBYIO CCHUIKY Ha MOMYJSAPHBIN cepBHUC «SHAEKC-mocTaBkay. JKeHiuHa
MpOoIIIa MO CChUIKE (BaXKHO OTMETHTH, YTO CTpPaHHUIA CEPBHUCA BBHITIISAACTA, KaK €
OpUTHHAIT), BBEJIA HYKHBIH aJIpec JOCTAaBKHU U TaHHBIE CBOEH OAHKOBCKOM KapThl JJIst
oriatel. B 3TOT MOMEHT ¢ kapThl MOckBUYKH Oblia criucana cymma 10 000 pyOrei,
HO Ha caiiTe MPOU30IIeN COOW, U CEPBUC MOMPOCKI BBECTH JaHHBIE KapThl €IIe pa3
JUTsL BO3BpaTa JCHEXHBIX cpencTB. [lociae mMOBTOPHOTO BBOJA JAHHBIX C €€ KapThl
BHOBb Obla crnricaHa cymma B ToM ke pasmepe 10 000 py6Greit. Tonbko B 3TOT
MOMEHT OHa JIOTajianach, YTO UMEET JIeJ0 C MOIICHHUKAaMH U 00paTuiach B OaHK,
BBITTYCTHUBIIIHH KapTy, TJI€ € MOPEKOMEHI0OBAIM HAMTMCATh OOpaIlleHUEe B OTACIICHUN
TIOJTATIHH.

JlaHHasi cuTyalusi I€MOHCTPUPYET, Kak padotaeT (GUIIMHT (MOAACIIbHBIN
caiit). OcHOoBHOE TpyOOe HapylleHHe, KOTOPOe ObLIO JOMYIIEHO KEHITUHOM, 3TO
MEPEXO/I 10 CChIIIKE, KOTOPYIO €il HampaBwmil «mpoAaser mkada. [locne Toro, xak
KEPTBA «IOMAaJach Ha KPIOUOK», OUYEHb CIIOXHO C HETO COPBAaThCA W B JAHHOM
cilly4ae OTJIMYUTh HACTOSIIIMA callT ciyxkObl JocTaBKH OT (eiikoBoro. CambiM
MpaBUJIHLHBIM BApUAHTOM B IAHHOM CITy4ac  IpH padoTte B ceTu MIHTEpHET B 11e10M
SBJISIETCSI CAMOCTOSATEIBHBIN BBOJ HY>KHOTO 3JIEKTPOHHOTO a/Ipeca, MOCKOJIBbKY TPH
Mepexo/Ie MO CChUIKaM €CTh OO0JIBIIION PUCK MOMACTh HA MO 1/IeTbHbIE ((PUIITMHTOBBIC)

CaMlThI.
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IIpaBusa 0e3o0macHoOCTH

Bce BhlIEnpuBeneHHBIE NPUMEPHl OCHOBaHbl Ha NOTEpPE OAMTEIBHOCTH,
OTKJIFOYEHUH  KPUTHUYECKOTO  MBILIUICHUS, HHU3KOM YypOBHE (DMHAHCOBOMU
IPaMOTHOCTH, JOBEepuMBOCTHM. Ha TOM KOHIIE NpoBoJAa 3a4acTyro «paboTaroT»
CHELMATIbHO O0yUYEHHBIE, HETJIYIIbIE JIFOJIU, B TOM YHUCIIE IICUXO0JIOTH, (DUHAHCUCTBHI,
1opucthl. IIprem, KOTOpBIM MCHOJB3YIOT MOIICHHUKH, OAWH U TOT K€ — BBIBOJ
XKEPTBBl U3  COCTOSHUSL  CHOKOWCTBUSA/pAaBHOBECHS  IIOJ  BO3ZCHCTBUEM
IOJIOKUTENBHOIO WM OTPULATENIBHOTO CTpecca 3a CUYeT IepeAaBacMou
uH(popManuu: TUO0 MPOU30LUIO YTO-TO «IUIOXO0E» (HApUMEpP, «C BAIIEro cyera
OBITAIOTCA COBEPIIUTH IEPEBOJ HA CYMMY....»), JHOO YTO-TO «XOpOLIEE»
(Hanpumep, «Bamr BBIMIPBII COCTaBUI....»). Beap, Korga Mbl HaxoguMcs B
NOJIaBJICHHOM WJIM, HA00OpOT, MPUIIOJHATOM HACTPOCHHH, Mbl HE BCETJa MOKEM
IPUHUMATh 00JlyMaHHbIE PEIICHHUs, & MOIICHHUKH BCErja MOJATaJIKMBAIOT HAC HA
INPUHATHE MOMEHTAJIBHBIX PELICHUH.

OcHognoe npasuno punancoeoil 6e30nacHocmu 00CMamo4Ho npocmoe: He
omeeuamv HA 360HKU C HE3HAKOMbIX HOMepos. KOHEYHO, MOILIECHHUKU
UCIOJIB3YIOT pa3Hble HH(POPMAIIMOHHBIE TOBOJIbI, HO UX CYyTh BCET/a O/IHA: BOBJIEUYb
HAC B Pa3roOBOP U YCHIIUThH OJUTENBHOCTh, IO3TOMY BaXHO BJIaAeTh UH(pOpMaLuen

O HOBBIX TPCHAAX MOIICHHWKOB.
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Pa3nes 2. Bo3MOKHOCTH HCKYCCTBEHHOT0 HHTE/UIEKTA B peajn3aluu

NMPECTYIMHBIX CXEM

3/I0yMBIIUICHHUKH JUISl XUILIEHUS JICHET CTalM Yalle MCIO0JIb30BaTh HOBBIN
HHCTPpYMEHT oOMaHa — aunderk-TexHosorud. C moMoIbpo HEeHPOCETH MOIIICHHUKU
CO3/Ial0T PEATMCTUYHOE BHUACOM300pKCHUE YEIOBEKa. 3aTeM CreHEepHUpPOBAaHHBIN
o0pa3 pacchlIaloT €T0 APY3bsIM WM POJTHBIM Y€pPe3 MECCEHIKEPHI WITH COITHATHHBIC
cetd. B 3ToM (anpmmBoM BUIECOPOJUKE BUPTYAIBbHBIM T'€POM, TOJOC KOTOPOIO
MHOT/Ia CJIOXHO OTJIMYUTH OT roJioca MPOTOTHUIA, PACCKA3bIBAET SIKOOBI O CBOEH
npobseme (Oones3nb, JITII, yBoJbHEHHE) W TPOCUT TMEPEBECTH JCHBIU Ha
ornpejienieHHbd cuer. MHorna momeHHuku cosfator aundeiku paboroaarene,
COTPYHUKOB TOCYJAapPCTBEHHBIX OPTraHOB, U3BECTHBIX JIMUHOCTEU U3 TOU ke cPepbl
JEATENLHOCTH, B KOTOPOH TPYIAMTCS MX IOTEHIMAIbLHAS KEPTBA®.

Jliist Toro, 4ToObl cO37aTh HU(PPOBYIO KOMHIO YEJIOBEKA, 37I0YMBIIIICHHUKU
UCIIOJB3YIOT (DOTO U BUJEO, @ TAKXKE 3aUCh rojioca, MOJIYyYEeHHbIE B OCHOBHOM B
pe3yJibTaTe B3JIOMa €ro akKayHTa B COLMAJIbHBIX CETSAX WM MECCEH]IKEpax.

HeoOxomumo mOposBISITE OCTOPOKHOCTh U «BKJIIOUATHY» KPUTUUYECKOE
MBIIUIEHUE TPH TOJYYEHUHM OT CBOETO 3HAKOMOIO TOJOCOBOTO  WIIH
BHJICOCOOOIIICHHUSI ¢ TPOCKOOH O (PMHAHCOBOM ITOMOIIM, BEJIb €r0 aKKayHT MOTJIH
B3JIOMaTh 3JOYMBINUICHHUKU. WHOrga i pacChUIKM TaKUX  COOOIIECHUM
MOIICHHUKHU CO3/IAl0T MOJIJCIbHBIC CTPAHUIIBI C UMeHeM U PoTo yenoBeka. Henb3s
CIEUIUTh MEePeBOAUTh JeHbI'M. HeoOxoamMo o00s3aTeIbHO CHaudajia TMO3BOHUTH
TOMY, OT YbE€Tr0 UMEHU MOCTYIWIO COOOIICHUE, U TEePEnpPOBEPUThL UH(OPMALIUIO.
Pacnio3nars quneiik MOKHO IO HEECTECTBEHHOM MOHOTOHHOM peyu coOeceTHUKa,
neexkram 3ByKa W BHUICO, HECBOMCTBEHHOW MUMHKE. Eciu BO3MOXHOCTH
MO3BOHUTh M YOETUTHCS, YTO YEIIOBEKY JCUCTBUTEIBHO HYXHA IOMOIIb, HET,

3aaiiTe B COOOIIEHUU JIMYHBIM BOMPOC, OTBET HA KOTOPHIA 3HAET TOJIHKO Balll

> MormmeHHuKH 00MaHBIBAIOT JioAeH ¢ momombio aundeiikos //LIb Pd.16.09.2024. URL:https://
cbr.ru/information_security/pmp/15082024
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3HAKOMBIW. YUUTHIBAs, KAK CTPEMUTEIBHO Pa3BUBAIOTCS TEXHOJIOTUH B TOM YKCJIE B
pa3paboTke IUI(PEHKOB, OTIUYUTH HACTOSIIETO YEIOBEKAa OT €r0 BUPTYATbHOU
KOIMUH OYyJIeT HE TaK IMPOCTO.

ITo mamaeiM HMY BIIID, B mocienHue roabl HAOIIOAAETCS 3HAYUTEIILHBIN
MPOTrPeCC B KAYECTBE CHHTETUUYECKH CTC€HEPUPOBAHHOTO KOHTEeHTa. Kpome Toro,
pPeryJIIpHO TIOSBIIAIOTCS HHCTPYMEHTBHI, C TIOMOIIBIO KOTOPBIX OOBIYHBIM
noib3oBatensb [IK MoxkeT co3aaTh peaiMCTUYHBIN MOIIeTbHBIA KOHTEHT.

3a mocneaHue IecATHIICTHS ObLIIO CO3aHO0 MHOXKECTBO MHTEpHET-pecypcoB
TSl peau3aiiii BO3MOKHOCTH JEIUTHCA MYJIbTUMEUUHBIM KOHTEHTOM C IIIUPOKOM

ayJIuTOpuen (Harpumep, CouuaibHble CeTU U (DOPYMBI).

Co3zoanue noooenvHozo 8uoeo

OnuH W3 pealbHBIX CIIy4aeB HCIIOJb30BAaHUS TEXHOJOTUM aurideiika s
BBIMOTaTEILCTBA JEHEKHBIX cpecTB mpousoiien B 2020 roay, Korjaa MOIICHHUKH
WCIIOJB30BAIM  AJITOPUTMBI  unipeiika Jyisi co3fgaHus TMOAJCIBHOTO BHUIEO C
y4aCTUEM T'€HEPAIbHOTO JTUPEKTOPA OJHOM M3 KPYITHBIX KOMITAaHUH.

OCHOBHBIMM 3TallaMU 3TOTO CIIy4asi CTaIu CICAYIOIINE MOMEHTHI:

1. Co3nanue qundeitka. MOIEHHUKN UCIIOIb30BAIM TEXHOJIOTHH TITyOOKOTO
oOydeHus ISl CO3JIaHMS BHJICO, HMMHUTHPYIONIErO0 JACHCTBHS T'€HEPaIbHOIO
nupekTopa komnaHuu. OHU CMOTJIM C/IENIaTh TaK, YTOObI BUJEO BBITJISICIO OUYCHD
MPaBIONOA00HO, HCIOJB3YSI OTKPBIThIE HCTOYHHMKH, TAaKWE KaK BHJICO3AIUCH
MyOJIMYHBIX BBICTYIUICHUN U MHTEPBBIO T€HEPATILHOIO TUPEKTOpA.

2. O6man. C mOMOIIBIO TIOMYYEHHOTO JHIQeiika MOIICHHUKH CBSI3aJIUCh C
OJIHUM M3 (PHIIHAIOB 3TOM KOMIAHUH, TIPEACTABIISASICH TCHEPAIBHBIM JTUPEKTOPOM.
OHM HCHOJB30BAIM BHUAECO, 4YTOOBI YOEOUTh COTPYIHUKOB B TOM, YTO UM
HEOOXOIMMO CJIeTIaTh CPOYHBIN ITEPEBOJT CPEICTB Ha «CIICIIUATBHBIN CUCTY.

3. BeimoratenbcTBo. B pesysibTare MaHUMYIAUNUNA MOILIEHHUKOB COTPYIHUKU
dunuana caenagud  TMEpeBOJl 3HAYMTEIBHOW CyMMBI JIGHETr, Tiojaras, 4rTo

PYKOBOJACTBO KOMITaHHUHN HeﬁCTBHTeHBHO AaJIO0 TAKOC YKa3aHHUC.
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4. PackpeiTie MoleHHHuYecTBa. Korjma crano O4YeBHAHO, YTO JICHEXKHbBIC
CpelncTBa HEe OBUTM TEpPEeBENIEHbI IO JIETaJbHBIM MPUYMHAM, KOMIIAHWS Hadaja
paccienoBanne. B xonme pacciemoBaHus OBLIO BBISICHEHO, YTO BHIEO OBLIO
(baIbIMBBIM, U 3TO MPUBEJIO K OCO3HAHUIO TOTO, KaK TEXHOJIOTHIECKHUE HOBIIECTBA
MOT'YT OBITh UCIIOJIb30BaHbI B IPECTYMHBIX LEIISX.

DTOT ciiy4yall WUTFOCTPUPYET, HACKOJIBKO OIMACHOM MOYKET OBITh TEXHOJIOTHS
mun(herKoB, OCOOCHHO KOrja pedb HAeT O (PUHAHCOBBIX MaxXHHAIUAX W
BbIMOTATENbCTBE. CJIOKHOCTH B TOM, YTO TaKME€ TEXHOJOTHMM MOTYT CO3/1aBaTh
BBICOKOKAQYECTBEHHBIE BHJAECO, KOTOPBIE TPYAHO OTIWYUTH OT HACTOSIIUX, YTO

ACJAacT UX NACAJIbHBIM HHCTPYMCHTOM JII MOIIICHHUKOB.

«IToooenka zonoca» (voice spoofing)

OnuH U3 peanbHBIX NPUMEPOB MCIOJB30BAHUS TEXHOJOTHUM TE€HEpauuu
YEJIOBEYECKOrO0 Trojoca Jii BBIMOTaTelbCTBA JCHEKHBIX CPENICTB CBSI3aH C
MOIIIEHHUYECTBOM, KOTOpPO€ TOJYYWUJIO Ha3BaHHE «TIIyOOKOE TMOJJIEIbIBAHUE
rosioca» (voice spoofing).

[Ipumep Takoro BHIa MOIIEHHUYECTBA.

Co3ganue mnonanenku rosioca. MOIIEHHUKH HCIOJIb30BaIM  aJrOPUTMBI
00pabOTKH 3ByKa U TEXHOJOTHUU TIyOOKOro OOydYeHHUs Jii UMHUTAIMU TroJioca
pykoBoautenss KommaHuv. OHM oOy4wJIid MOJEldb Ha OCHOBE ayJn03amuceu
HACTOSIIETO T0JIOCAa PYKOBOAUTEINS C MyOIMYHBIX BBICTYIUICHUM WIIH Tele()OHHBIX
3BOHKOB.

@DelKOoBBIM 3BOHOK ¢ MpockOoil o momomiu. [locie cozmanust ¢heikoBOro
rojoca MOIICHHHKHU TMO3BOHWIM Ha pabouuil TenedoH OJHOTO W3 COTPYIHUKOB
KOMIAaHUHU, TMPEJCTaBIsASICh pyKoBoguTeaeM KommnaHuu. OHHM  UCIOIb30BAIH
pa3nuYHBICE METO/BI, YTOOBI TOMAJETIaTh HOMEp TeneoHa, YTOObI OH BBHITIISIEI
3aKOHHBIM U BbI3bIBaN JIoBepue. Bo Bpemsi 3BOHKA MOILIEHHUK UMUTHUPOBAJ rOJ0C
PYKOBOJIUTENSA, YTBEpPKJas, 4YTO KOMIIAHWS Tomnaja B CIOXHYH (PUHAHCOBYIO

CUTyallMIO U OYCHb CPOYHO HY’KHA INOMOIIb. Onu Mornm cchlUIaThCA Ha CPOYHEIC
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(bUHAHCOBBIE TIEPEBOMBI, KOTOpPHIE HYXHO OBUIO CJAENaTh HEMEIJECHHO s
MIPEIOTBPAICHUS OOBINX YOBITKOB.

BrimorarenbctBo cpeacTs. [lockonbKy rosioc 3sydal npaBaornoi00HO U UMEN
OMOIIMOHAJIBHBI  OKpac, COTPYAHUKHA TMONJAINCh TIAHUKE MW HEMEIJICHHO
BBITIOJTHUJIM TIEPEBOJI CPEACTB HA YKa3aHHBIM MOIIEHHUKAMHM CUET, 1oJiaras, 4To 3TO
pacropspKeHHE UX PyKOBOJICTBA.

[TonoGHBIEC cTyyan MOKA3bIBAIOT, KAK TEXHOJIOTHH T€HEPAITH YEJI0BEUYECKOTO
rojioca MOT'yT OBITh MCIIOJIb30BaHbI /i1 oOMaHa W BeIMoraTeiabcTBa. [locime Takux
WHIIMJCHTOB OpraHW3allid HAYWHAIOT TIepecMaTpWBaTh CBOM BHYTPCHHHE
MPOILEIYyPhl, YTOOBI TMPEIOTBPATHTHh TOJOOHBIE MOIICHHUYECTBA, BKIIOUAs
oOy4eHHE COTPYIHUKOB IO PACIIO3HABAHUIO MOJO3PUTEIBHBIX 3aIIPOCOB, a TAKKE
BHEJIpEHUE MHOTO(aKTOPHOU ayTeHTU(UKAMU I (PUHAHCOBBIX ONEpPaLIUK.

OTH npuMepsl TMOJYEPKUBAIOT BAXKHOCTH OJUTEIHHOCTH W OCBEJOMJICHHOCTH,
MIOCKOJIbBKY HMIEXHOJ102UU, UCHONAb3YVIOUiUEe UCKYCCHBEHHbII WUHMmMeNNeKm 0JiA
CO30aHUA  NO00enoK, CmaHoeamcsa  6ce  0ojlee  OOCMYNHLIMU U

pacnpocmpanenHbIMu.

Coop ungpopmayuu 0 Komnanuu u/uiu o0 4en08eK nepeod «6310MOM»

OmauM W3 cllydacB MOIICHHUYECTBA Ha OCHOBE cOOpa BCECTOPOHHEH
uHpopMaIu O JEATETBHOCTU OJHOM M3 MEXIyHApOJHBIX KOMIIAHUM SIBIISETCS
WHIIUACHT, CBS3aHHEIN ¢ Tak Ha3biBaeMbIM «CEO Fraudy. Jlns mocTrKeHHsT CBOMX
Hejaeil MOIIEHHUKHM WCHOJb30BAIM MHGOPMAILMIO, COOPaHHYIO U3 OTKPBITHIX
HMCTOYHUKOB M COIIMATIBLHBIX CETEH.

Co6op undopmaru. MOIIEHHUKY TIIATEIHLHO UCCIIEI0BAN KOMIIAHUIO Yepe3
OTKpBITBIC HcTouHMKH, BKodas LinkedIn, Facebook u npyrue conmanbHbie CEeTH.
Onu uckanu uHGopmanuio o pykoBoautene kommanuu (Chief Executive Officer —
CEQ), ero kosuterax u BHyTpeHHeH CTPyKType KomnaHud. OHU CMOTJIN BBISICHUTD
MMEHA KJTIOUEBBIX COTPYIHUKOB, UX JOJKHOCTH U KOHTAKTHBIE JaHHBIE.

Coznanue (dampmuBoro mpodwis. HWcemonws3dys coOpaHHBIE TaHHEIE,

MOILIEHHUKHU CO3JaJIM MOJJIEIIbHBIA aapec 3JIEKTPOHHOW IMOYTHI, KOTOPBIA BHEIIHE
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KazaJics JIeruTUMHBIM. OHHM MCIOIB30BaJIN azpcc, CXOXKHUM C HaCTOAILINM, U3MCHHB

BCET0 OJTHY OYKBY WJIH JOOABHB IOZIOMEH (HaIpuUMep, BMECTO Ce0@company.com

HCIIOJIBb30BAIM CEO@Ccompany.co).

OcyiiecTBiieHHE  MOIIEHHUYECKOro  3ampoca. MOIIEHHUK  OTHpaBHII
AIEKTPOHHOE MUCHMO OJHOMY M3 BBICOKONIOCTABIIEHHBIX COTPYAHUKOB KOMITAHHH,
BXOJISIIIUX B COCTaB €€ PyKOBOJICTBa, npeacTaBuBiiuch CEO komnanuu. B nuceme
OH CO3BAJl «CPOYHOE COOpaHME PYKOBOJCTBA KOMIIAHWW» M IOMPOCHI CHAENaTh
TpaHcephl IEHEKHBIX CPEJICTB HA «PACXO/Ibl, CBSI3aHHbIE ¢ KOHPUACHIINAIbHBIMU
CZIeJIKaMu», KOTOPBIE, IO €r0 CI0BAM, JOJLKHBI OBUIH OCTaBaThCS B TAHE OT APYTHX
coTpyIHHUKOB. [lucbMo BbITIsIIENO yOenuTenbHbIM. MOIIEHHUK HCHOJIb30Ball
npaBwibHbIM U XxapakrepHbli a1 CEO crunb o0mieHuss M KOpHOpaTUBHBIC
TEPMUHBI.

Brinonnenue nepeBona. B pe3ynbrare 3TOro MomeHHUYECKOro oOpalieHus
COTpYIHUK, BblNoNHAsA ykasaHus CEO, mepeBen 3HauMTeNbHYI0 CyMMYy JIEHET Ha
yKa3aHHbI MoOIIEHHUKaMHu cyeT. Craeinka MNpoXoAwJia B CXKaTble CPOKH, YTO
OKa3bIBAJIO TONOJHUTEIBHOE IICUXOJIOTHYECKOE IABJIICHUE HA COTPYAHHUKA.

PackpbiTue MomennuuectBa. llpu ananmze (UHAHCOBOM OTYETHOCTH
ayquTopamMu ObUIM  BBISIBICHBI (akThl [EpPeBOJAa JCHEXKHBIX CPEACTB IO
NOJIO3PUTENBHBIM OCHOBaHUSAM. [lpu panpHelieM [AeTaabHOM aHanu3e Obul
YCTAaHOBJIIEH (AKT MOUIEHHUYECTBA M PACKPBUIM BCIO ILENOYKY JEHCTBHIMA
3JI0YMBIIUIECHHUKOB.

OTOT ciy4all MOJUYEPKUBAET BAXHOCTh MPOSBJICHUS OIUTEILHOCTH B
BOIpocax Kuobep0e30nacHOCTH, 0COOCHHO B OTHOIICHUH UCTOJIb30BAHUS OTKPBITHIX
JAHHBIX JIJI1 MOLIEHHNYECTBa. MHOIME KOMIIAHUM BBOJSAT JIONOJIHUTEIBHBIE MEPBI
0e30MacHOCTH, TaKWe KakK MHOTO(aKTOpHas ayTeHTU(PHUKalWs, TPOBEPKH Ha
MOJUTMHHOCTh OOpalIeHUil BBICIIETO PYKOBOJICTBA, a TaKXe MHCIIOJIb30BaHHE
TEXHOJIOTU MCKYCCTBEHHOI'O HMHTEIUIEKTA Il PACIO3HABAHUS IMOJO3PHUTENBHBIX

3aMpoCOB.
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Paszpaoomka epedonocnozo 110, cozoanue eupycoeé u 6pedoHOCHbIX K0008 0e3
oocmyna K UHmMEPHENLY 01 «83/10Ma» 8€0-calimos

Texnonoruu  uckyccrBeHHoro  uHTemekra (MM) B obGnactu
KrOepOe30MacHOCTH BKIIOYAIOT KaK 3alllUTy, TaK U aTaku.

Oo6napyxenue BpenoHocHoro [10. MammnaHoe oOyuenue: CoBpeMEHHBIE
AHTUBUPYCHbIE M AHTHUIIIHUOHCKUE MPOTrpaMMBbl  HCIOJNB3YIOT — QJITOPUTMBbI
MaIlIMHHOTO O0YYEHHUs JJIsl aHallM3a MOBEICHUS IPOTpaMM. DTH aITOPUTMBI MOTYT
BBISIBJISAT TOJIO3PUTEILHOE TOBEJICHUE JaXe B HOBBIX, HEM3BECTHBIX 00pasiax
BpenonocHoro 110. Hanpumep, mporpaMma MOXKET OTCIACKUBATH KaK MPHUIOKEHUE
B3aUMOJIEUCTBYET C (hailylaMu U ceThro. Eciii OHO mbITaeTcs mudpoBath Gaiibl M
OTHPABJIATH JAHHBIE HA HEU3BECTHBIE CEPBEPHI, TO CYUTAETCA MOJO3PUTEIbHBIM.

O6HapyxxeHue 1o curHarypaM. CHCTEMBbI, HCHOJIb3YIOUIUE aJTOPUTMBbI
MalIMHHOTO 00Y4YEeHUS U IITyOOKOTO MAIIMHHOTO 00Y4YEeHUs, MOTYT aHaJIM3UPOBAThH
OombIIol 00bEM JaHHBIX O CHUTHATYpaxX BPEJOHOCHOTO KOJa U CPaBHUBATH UX C
daitnamu, HaXOIAIUMUCS B CUCTEME. DTHU TEXHOJOTUM MO3BOJISIIOT 0OHAPYKUBATh
1o00HBIE YTPO3HI.

I'enepanus BpenoHocHoro kojaa. ['pymnmbl MOIIEHHUKOB MOTYT MCIIOJIb30BATh
aJIrOpUTMBI T€HEpallMd KOJa, OCHOBaHHbIE Ha MeTtoaax MW nmns co3gaHusi HOBBIX
BEpCHUI BUPYCOB M TposiHOB. Hampumep, renepatuBHbie Mojaenu, Takue kak GAN
(Generative Adversarial Networks), Moryt #cmoiab30BaThCs IS CO3JaHUS
YHUKaJIBHBIX 00pa3lioB BPEIOHOCHOTO KO/a, KOTOPhIE C MEHBIIEH BEPOSTHOCTHIO
MOT'YT ObITh OOHAPYKEHBI TPAAUIIMOHHBIMUA aHTUBUPYCHBIMHU ITPOTpaMMaMHu.

UcnonszoBanne meronoB MW nma amantanmum arak. BpegoHOCHBIM Kon
MOXeT Hcnosib30Bath MM s aHanw3a OporpaMMHBIX CHUCTEM, KOTOpPBIE OH
neITaeTcsl arakoBaTh. Hampumep, npu «B3nome» BeO-caiitoB metogasl UM moryt
aBTOMATHUYECKH aHAJM3UPOBATh YSA3BUMOCTH CHCTEMBI Jake Oe3 JoCTyna K
WHTEPHETY MyTeM u3ydeHus (aitioB KoHPUTrypamuu M HACTPOEK XOCTHHTA,

KOTOPbIE MOTYT OBITh JOCTYIIHBI Y€PEe3 JOKAIbHBIN JOCTYII.
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AHanu3 mporpaMMHOTro obecreueHrs. 3T0YMBIIUICHHHK MOXET YCTAaHOBUTh
CUCTEMY, UCTIOJIB3YIOIIYIO aJITOPUTMbI MAITMHHOTO OOYYCHWSI W/ WA HEHPOCETEBHIS
aNrOPUTMBl Ha JIOKaJbHBIM KOMIIBIOTEP, U MCHOJIb30BaTh €€ s aHaimsa [10,
KOTOpO€ HAaxOJWUTCS B CETH WJIA BHEIIHUX HOCHUTEISAX, YTOOBI BBISBUTH
MMOTEHIUAJIBHBIC YS3BUMOCTH.

I'enepanmss araku ¢ wucnosb3oBanueM MW, Ha ocHoOBe u3y4eHHBIX
ysi3BuMocTeil Metonamu MM MOXXHO CreHepupoBaTh HCIOJIHAEMbIN (ain wim
ckpunt. TakoW CKpPUIIT MOXKET aBTOMATHYECKH MOJACTPANBATH CBOW JICWCTBUSA B
3aBUCUMOCTH OT POTPAMMHOI0 OKPY>KEHHUSI, K KOTOPOMY OH MOMNAJaET.

duznyeckoe pacrnpocTpaHeHrne. BpenoHOCHBI KOA MOXKET OBbITh 3arpyKeH
Ha YCTpoiicTBa OOBIYHBIM cIocoOoM (Hampumep, depe3d USB-nakomnurens) u
3amyllieH s KOMIPOMETAIIMU CHUCTEMBbI 0e3 HEO0OXOJUMOCTH MOJKIIOYEHUS K
VHTEPHETY.

Ucnonb3oBanue texnonoruit MU s obecnedeHus kuOepOe30macHOCTH
BBI3BIBACT CEPHE3HBIC OMACCHUS U MPEACTOSAIINE BBI3OBBI. 3AIIUTHBIE MEXAHU3MBI
JIOJKHBI aIalITUPOBATHCS K HOBEUILIMM YIPO3aM, BKIIFOUAs T€, KOTOPBIE UCTIOJIB3YIOT

N nis cozmanus BpegonocHoro [10.

IIpaBuia 6e3o0nacHOCTH

AKTUBUpPYWTE MHOTO(AKTOPHYIO ayTEHTHU(PUKAIMIO HA BCEX 3HAYMMBIX
aKKayHTaxX, TaKUX KaKk OaHKOBCKHE MPHUIIOXKEHUs, mopTall «l ocycinyruy, JTUYHBIN
kabunet @enepanbpHoit Hanorosoit Ciyx661 Poccuu u apyrue.

3akpoiiTe 1OCTyH ISl TOCTOPOHHMX JIUI[ B COLMAIIBHBIX CETSX, CIECIUTE 32
U(PPOBBIM CIIeIOM, KOTOPBIM BbI OCTaBIIsIeTE B ceTU MHTEpHET.

KpI/ITI/I‘ICCKI/I OTHOCHUTCCb KO BCEMY, YTO BUJUT U CJIIBIIINUTC.
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Pa3nea 3. /I[ponmnepsl/aponsbl: cBs3yollee 3BeHO MPEeCTYMHON Lenu

(l)I/IHaHCOBI)IX MOIIICHHHUKOB

E>XerogHo pacTteT KOJIMYEeCTBO M CyMMBI XMUIEHUH CPEACTB Y HAaCEJICHHS, B
CBSI3U C 3TUM PacTeT U KOJMYECTBO TaK HA3bIBAEMBIX JIPOIIEPOB (OT aHIVIMHCKOTO
drop — «magatey», «cOpOCHTEY). J{pombl SBISIFOTCS COYYaCTHUKAMH TPECTYILICHUH,
KOTOpbIE MOTYT OBbITh KiaccuduimpoBansl 1o ctatbe 174 YK P®. Jleranuzanus
(OTMBIBaHME) JEHEKHBIX CPEACTB WM HHOTO MMYIIECTBA, NPUOOPETEHHBIX
JPYTUMH JIMLAMU TPECTYMHBIM ITyTeM uiiy 1o ctathe 159 YK PO Momenaunuectso.
MBJI{ Poccun pa3paboTano 3aKOHONPOEKT OO0 YTrOJIOBHOW OTBETCTBEHHOCTH IS
nponnepoB. llepengauy 3aperucTpupOBaHHBIX Ha ce0s AJIEKTPOHHBIX CPEICTB
IIaTeXa WU I0CTYNA K HUM MPEJJIOKEHO OMPEAEIIATh KaK IPECTYIUIEHUE CpeTHEN
CTEIIEHU TSKECTH, HO, €CIIU MIPECTYIICHUE COBEPLIEHO B COCTABE OPraHU30BAHHOMN
IpYMIIb, €r0 KBATUPUIHUPYIOT KaK TSKKOE MPECTYIUICHHE.

WHpIMU c10BamMH, IpOMbI — 3TO MOACTABHBIE JINLA, KOTOPHIE 3a/1€ICTBOBAHbI B
HEJIETANbHBIX CXEMaX I0 BBIBOJY CPEACTB ¢ OAHKOBCKMX KapT rpaxnaaH. Crout
OTMETHUTb, YTO JAPOINBI HE SBJISIOTCS OPraHU3aTOPAMU MPECTYIUICHUM, HO SBIISIIOTCS
UX COYYaCTHMKAMHU, 32 YTO HECYT MOJHYK OTBETCTBEHHOCTh NIEPET 3aKOHOM.

[Io cBegenussm L[b P®, kak mnpaBwio, aAponmepaMu SBISKOTCS JIFOIU,
HY)KJAloIIUecss B JE€HbraxX: COLMAIbHO HEOJIaromojyyHble KAaTerOpUM TIpakaaH,
CTYJEHTbhI WJIM IIKOJILHUKH, KOTOPBIM ponutenu odpopmminn kapty ¢ 14 net. Ilo
JaHHBIM OAHKOB B JIPOTIIIEPCTBO BOBJICUYCHO MOPSAKA 2 MITH POCCHUSIH — 3TO TIOYTH B
nBa pasa oomeie, yem B 2023 rogy. Oxoso 60% — Momoasie mroau 10 24 net, 1S
KOTOPBIX XapaKTEPHO CTPEMJICHHE K JIETKOMY 3apaboTky. [[pomnmepsl MOryT ObITH
MCITOJIb30BaHbI 3JI0YMBIIUICHHUKAMHU B Pa3HbIX KAUECTBAX, K IPUMEPY, IPOI MOXKET
nepeaaTh opopmIIeHHYI0 OaHKOBCKYIO KapTy M OHJIAMH-I0CTYH K HEH MOLICHHUKY,
KOTOPBIM J1ajiee CaMOCTOSITEIBbHO IMEPEChUIAET ACHBIM HA JAPYTHE CYETA C LEJIbIO
YCIIOKHUTH LIETIOYKY U «3aMBITh» clie[ibl. B HEKOTOPBIX cilydasi POl MOJTy4yaeT Ha
CBOM CYeTa TMOXHUIICHHbIE CpEeACTBa, OOHAJIMYMBAeT MX M  Iepeaaer

3JIOYMBIIIJICHHHUKAM. M3BecTHBI cily4dad, KOraa JApoIlbl IICPCBO3AT HAJIWYHBIC
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CPEACTBA B JPYTHE€ PErHOHBI CTPaHbl M COBEPIIAIOT WHBIE IMPOTHUBOIIPABHBIC
nerctud. @opmar paboThl JAporna 3aBUCUT OT TOrO, KakMM O00pa3oM €ro

BOBJICKJIN/3aBEpOOBAIIN B MIPECTYITHYIO CXEMY.

o IIpumepul 6epo06KuU Oponnepoes

1. Tlox Bumom paboTomarers.

Crynent Anapei xo4eT 3apaboTaTh JeHer B cBoOoHOE BpeMs. Ha caiite mo
MOUCKY paboThl €My MOJBEpHYJach 3aMaH4MBas BaKaHCHUS CO CJEIYIOIIUMU
TpeboBaHUsIMU: 0€3 ombITa PabOThI, YAAJTEHHO; YaCTUYHAS 3aHSATHOCTh; BBICOKHIA
3apaboOTOK 3a HECKOJBKO YacoB B JIeHb; Bo3pacT 18+ m Hammume KapThl JH000TO
OaHKa.

Te, KTO OTKIIMKaeTCsl Ha MOJOOHBIE BaKaHCHHU, MOYTH BCErJa CTAHOBATCS
y4aCTHUKAM MOIIEHHUYECKUX CXEM. MOIICHHUKA NPUAYMBIBAIOT Pa3IUYHBIC
JIETeHbl, HAIpUMEp, MNPEACTABIAIOTCA KPYHMHOM KOMMAHUEH, 3aHUMAIOLIEHCS
MOCTaBKaMM OOJIBIIOTO KoinuecTBa TOBapoB U3 Kutas. C yuyeTomM KpyNHBIX CyMM
MOKYTIOK Y IUMUTaAMU OaHKOB Ha €KEMECSIYHBIC TIEPEBOJIbI B KOMIIAHUIO TPEOYIOTCS
JIIOJT, KOTOPBIE «OTIAIyT» B apeHly CBOIO OAHKOBCKYIO KapTy BMECTE C JIMYHBIM
KaOWHETOM JJI1 KOHTPOJISL OCTYIJIEHUS JIEHET OT «KJIMEHTOB)» 33 BO3HATPaXK/ICHHUE.

[IpunsiTie TOMOOHBIX MPEIJIOKEHUNA 3aKAaHYMBAETCS BOBJICYCHHEM B
MPECTYIHBIE CXEMbI MOJIOABIX JIIOJEH, KOTOPbIE HE TTOHUMAIOT, YTO OHU JIEJAOT.
3agadeil MOIIEHHUKOB SIBIACTCS YOCXKACHUE JIIOACH MOJ pPa3HbIMHU JIETe€HIaMU
OCYIIECTBJISATh MEPEBOJbI JACHET APYTUM JIIOASM JTUOO BOBCE IMepeaTh MOTHBIN
JIOCTYT K CBOEMY JJUYHOMY KaOuHeTa OaHKa.

Eme onuu mpumep, KOTOPBIM MOMydnsi OOJIBIIOE PACTIPOCTPAHEHUE — ITO
noapabotrka «Kypvepom nanuynocmuy. 1lo CBeOeHUAM MEXPETHOHAIBHOIO
ynpasienus DenepanbHoll ciayk0bl 1o (uHaHCOBOMY MOHUTOpUHTY 1o CDO
MOIICHHUKHA aKTUBHO PACHPOCTPAHSIIOT WHEGOPMAIIUI0 B COIHAIBHBIX CETSIX O
BO3MOXXHOCTH TOAPaOOTKM B KadecTBE Kypbepa. «Kypvep Hanuunocmuy -
nepeMeleHIe JEHEXKHBIX CPEJICTB OT OJHOrO JMIa WiIH OW3Heca K APYyromy, ¢

OCabrO n30exKaTh TPpaIUuIMOHHBIX OaHKOBCKHUX MCTOAOB MM IIPH HAJIW4YHUH
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orpannyeHui Ha BeIBoJ. OOBsABICHHUE O TaKOW paboTe pazmeriaercs TeneOHHbIMU
MOIIIEHHUKAaMH, TPU 3TOM OyaylieMy Kypbepy MOTyT coo0Iarh, 4To paboTa He
CBsi3aHa ¢ KPUMMHAJIOM M OH HUYEM HE PUCKYeT. PaccCMOTpUM peanbHbIi mpuMep

IPETIOKEHUS O PA0OTE «KYPbeEPOM HATUUHBIXY.

e HyXHBI OTBETCTBEHHBIE JIIOJIM IO BCEM ropoaam PD;
e Pabora Kypsepom;

e 3abupaem nocwuiku oT 100 ThIC. pyo.

o JlaeMm 7%, BbITUIaTa Cpasy;

e Bcs «mouBay nis 6e3omacHoro 3abopa Hajga noarotonsieHa!!!

[ToBTOpHM e1mie pas, 4To MOJOOHBIE JECHCTBHUSA, B TOM YUCIIC M JAHHOE MOXKET
KJaccu(uIpoBaTbesa Kak MolieHHH4ecTBoO 1o cT. 159 YK P®. Hakazanue B aTom
cllydae mpeyCMOTPEHO BIUIOTH 10 10 j1eT JimieHust cBOOOAbI.

MONIEHHHNYECTBO SBJISETCSA YMBIIUICHHBIM TPECTYIUICHHEM, a KyphepoB
Yaiie BCEero He MOCBSAIIAIOT B IETANIU, TOBOPS TOJIBKO 0 HEOOXOJUMOCTH MOTYYEHUS
¥ TIEpeBOJIa JCHEKHBIX CPEJCTB (YTO JACHBIH IOTEPIICBIIMX JIOACH 00 3TOM

KOHEUYHO K€ yMaT4lBaeTCs).

2. Ilox BHIOM OIIMOUBIIIETOCS YETOBEKA.

OdeHb pacnpoCTpaHEHHasl CXeMa: Ha Balll CYET MOCTYIAeT NEPEBOJ ACHET OT
HE3HAKOMOTO JIMIIA, Jajiee BaM MOCTYIAET 3BOHOK ¢ MH(OpMaIUEl, 4TO JeHEKHbIN
nepeBoi ObUT COBEPIIEH OMMOOYHO, M MPOCHOON TEepeBEeCTH ACHBIM OOpaTHO.
OpHako B ciyyae BO3BpaTa IO yKa3aHHbIM HE3HAKOMIEM PEKBU3UTAM Ha CaMOM
Jieie J€HbI'M HAIMpaBISIOTCS TPEThEMY JIMIY — YYAaCTHUKY MPECTYNHON CXEMBI.
Takum oOpa3om, ciy4ailHO, TOHIS HaBCTpEUy YEJIOBEKY, MOXXHO CTaTh
COYYaCTHUKOM IPECTYIUIICHUS MO BBIBOJY JICHET.

B nanHOM ciyyae npaBWIbHBIM pelieHueM OyAeT 00paTuThes B OAHK U TOJIBKO
BMecTe C OaHKOBCKMM COTPYIHHKOM peHiaTh BOIPOC, KaKUM 00pa3oM JEHbIU

OTNPABUTh OOPATHO.
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[TogoOHast cxemMa MOXKET pealin30BaHa Yepe3 MONOJHeHnE HoMepa TenedoHa
HE3HAKOMBIMH JIMIIAMH, KOTOPBIC TAK)KE CBS3BIBAIOTCS CO CBOCH (OKEPTBOMY,
co001Ias1, 9TO MPOU30ILIAa OMIMOKA M TIPOCST NMEPEBECTU IEHBI'H «OOpATHOY», HO TIO

(bakTy TpEeThbUM JIUIIAM.

3. UYepes conuanbHbIE CETU U CANThl 3HAKOMCTB.

Yepe3 couuanbHble CETH OOpallaeTcss HEe3HaKOMell C IPaBJONoA00HOM
JETeHJ0l, HalmpuUMep, YTO Y HETr0 €CThb POJACTBEHHUK 3a TPaHUIIEH, KOTOpOMY
CPOYHO HY)KHO OTIIPaBUThH JIEHbIU, a €ro OAHK TAaKue IMEpPEBOAbl HE MPOBOJMT.
OOBIYHO MOLICHHHKHM IIpeNIaraloT 3TO CAeNlaTh 3a HEeOOJbIIYyI IUIaTy B
3aBUCUMOCTH OT CYMMBI IIpEAIoiaraeMoro rnepesoza. Jlamee Ha cyeT KEpTBBI
MOCTYIAOT BOPOBAHHBIE IEHBI'M, KOTOPHIE OHA IEPEHANPABIISIET AAJIBIIE, CTAHOBSChH
TaKUM 00pa3oM 3BEHOM B IPECTYITHOM LIETIOUKE.

Ha caiiTe 3HaKOMCTB KakK MpaBUJIO, MOIIEHHUKH BBIOMPAIOT JIEBYIIEK C
HEOOJIbIIUM 3apa00TKOM U PUHAHCOBBIMHU OOpeMeHeHusIMU. OHU AapsT HEOOIBIION
MOJIapPOK U MPEAJIaraloT NPUJINYHbIE IEHBIH 3a IPOCHOY MEPEBECTH YEPE3 CBOM CUET
JNEHbIM JApYyry, OpaTy WM MaMe€ HOBOTO 3HAKOMOTO, 4TOObl CIKOHOMHUTH Ha

komuccuu. Ilocie IMaphbI IICPCBOIOB ((MOJ'IOI[Oﬁ YCJIIOBCK» NCUC3acCT.

4, Bogyeuenue B TUBEPCUOHHYIO IS TEIbLHOCTb.

KoHeuHo#l 1enpl0 JaHHOTO «MEPOIPHUSATUS» SABISETCS AecTabuIu3aius
DKOHOMHMYECKON  0e30MacHOCTM U OOOPOHOCIOCOOHOCTH  TOCYJapCTBa.
[IpuBnieueHne nroJel B CXEMY MOJKOTOB U TEPPOPUCTHUECKUX AKTOB SIBISIETCS
CEpPBhE3HOM Yrpo30it 6e30macHocTH 001IecTBa. PaccMoTprm criocoObl BepOOBKH:

° PaGota ¢ ysA3BUMBIMH TpynmamMud — TPUBICYEHUE JIOJICH,
WCIIBITHIBAIOIINX (PMHAHCOBBIE TPYAHOCTH;

o «boprba 3a mpaBoe 1€7I0» - 3JIOYMBIIUICHHUKH 3aHUMAOTCS
MPOTIaraHon Yepe3 COHaIbHbIE CETH, O0eIIas y4acTUue B «IPaBOil BOWHEY;

o [TogpsiB  moBepHsi K TOCYIHapCTBY — MOUIEHHUKU MPU3BIBAIOT

JIEVCTBOBATh MPOTUB «HECTIPABEIINBON CUCTEMBIY;
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° OOecrieueHne HApPKOTHKaAaMU — BEpOOBIIMKK  JIENIAOT  JIFOJEH
3aBUCUMBIMHU OT HAPKOTUKOB U CKJIOHSIOT X K IUBEPCUOHHBIM JCHCTBUSIM.

Uto kacaercsi yroJIOBHOM OTBETCTBEHHOCTH 32 COYYacCTHE B JIMBEPCUOHHBIX
JEUCTBUSAX, TO BAXKHO 3HATh, UTO 34 JUBEPCHIO MPUBJICKACTCS JIH000€ BMEHIEMOE
duznyeckoe U0, AocTUriiee 16-meTHero Bo3pacta, u mpecienyercs crarbeid 281
VK P®. Takxke CTOUTh OTMETUTHb OTHAEJIBHO, YTO JUBEPCUOHHBIC JIEHUCTBUS
KBAUTH(PHUITUPYIOTCST KaK TSHKKHAE TIPECTYIUICHHS. 3a COBEpIICHUE HUBEPCUU
HACTYyMaeT YroJOBHAs OTBETCTBEHHOCTh B BHJIE JIUIICHHS CBOOOABI Ha cpok oT 10

1o 20 net auiieHust cBOOOBI.

S. bnarorBoputenbHbie coopel s CBO/mputor miis KMBOTHBIX/HA
OTIepaIuIo.

PaccMoTpum mipuMep «OTMBIBAaHUS» JACHET HA MpUMEpe 01aroTBOPHUTEIBHBIX
donmoB. Hamo oTmMeTuTh, UYTO JaHHAas CXeMa HE HOBA U CYIIECTBYET
npoAoDKUTeIbHOe Bpems. «PaboTaeT» oHa cieayromuM 00pa3oM: MOIIEHHUKU
CO37at0T OJarOTBOPUTENbHBIN (OH, HANIPUMED, JJIA MOMOIIU CTYJEHTaM BY30B,
IOTABILIMM B CJIOKHYIO )KM3HEHHYIO CUTYyallMIO; U Ha CYET CO3AaHHOro (oHaa Te
OpraHu3alyy, KOTOPHIM HEOOXOJUMO JIeTaln30BaTh MPECTYIHBIE CPENCTBa,
nepeyucssioT AeHbru. [lanee nns oOHamuuuBaHMS JeHer co cueta (oHaa
NPUBIIEKAIOTCS, HAMpHUMEp, «3aBEpOOBAHHBIC)» CTYIEHTHI, KOTOPBIM SKOOBI
TpeOyeTcss MaTepuaibHas MOMOIIb, B CBSI3M C YeM OHH OOPAaTUIINCh B TOT CaMbIii
OnmaroTBopuTeIbHBIN QoHI. B pe3ynbrare Ha KapTy cTyneHTa u3 (HoHIa MOCTyIaeT
CyMMa, KOTOPYIO OH OOHajJM4yMBaeT B OaHKOMAaTe W OTHAET €€ OOpaTHO
MOIIICHHHKAM, OCTaBJIsisl ce0e Mallyro 4acTh. TakuMm oOpa3oM, YEIOBEK CTAHOBUTCS
JIPONTEPOM, TO €CTh COYYaCTHUKOM MPECTYIUICHHs, B KOTOPOM J0Ka3aTh CBOIO

HEBUHOBHOCTb Oy/IET OUYEHb TPYIHO.

6. OOMeH KpUNTOBAIIOTHI Ha PyOJIH.
OpHa U3 pacpoCTpaHEHHBIX CXeM «00eNIeHUs» MPECTYMHBIX JCHET SBISETCS

MOKyINKa KPUNTOBAIIOTHI Ha P2p miarpopmax. MHOXKECTBO HWHBECTOPOB
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WCIIOJIB3YIOT UMEHHO P2 IUIOMAIKH BMECTO KPUIITOOMPXK IO MPHYUHE HHU3KHX
KOMHUCCHH, a TAK)KE BO3MOYKHOCTH YAAICHHO KyITUTh KPUNTOBATIOTY. IMEHHO 3TUM
U TOJB3YIOTCS MOIICHHUKU: OHM JIEUCTBUTENHHO IOKYIAIOT KPUITOBAIIOTY Y
IPOAABIOB, HO JENAIOT 3TO C IENbI0 JIETaJu3allii MPECTYMHBIX J0X0J0B. B
pe3ynbTaTe Ha CUeT MPOJIaBlia KPUIITOBAIIOTHI TOCTYIAIOT MMOXUILIEHHBIE IEHEKHBIE
CpEeJICTBA C KapThl JIporia.

CooTBeTCTByIOIINE CIYy)KOBI OAaHKOB MOHHUTOPST TMOJAOOHBIE CHCTKH U
OJIOKUPYIOT cueTa HE TOJBKO Jpora, HO M TpojaBlna B pamkax 115 @3 (O
MPOTUBOJCHCTBUN JICTATN3AIMH(OTMBIBAHUIO) JIEHEKHBIX CPEICTB, MOTYYEHHBIX
MPECTYIHBIM MyTeM, U (DPMHAHCUPOBAHUIO TEPpOpHU3Ma), Oojiee TOro, MOXKET ObITh
BO30Y)KJICHO yrojoBHOoe jeno. Takum o0pa3oMmM, MOXXHO CIy4yailHO CTaTh
COYYaCTHUKOM TPECTYILIICHUS.

HyxHo otMeTuTh, yTo Ha 100% 3amututh ce0s OT PUCKOB MOTYUYUThH ceOe Ha
CUET «TPSA3HBIC» JICHBI'U MPU TIPOBEICHUH P2 CIIETIOK HEBO3MOYKHO, OJTHAKO MOKHO
CHU3UTh PHUCKH, COOI0Oas HECKOJIBKO PEKOMEHJAINNA: BECTH MEPENHCKy 4Yepes
UHOPACTPYKTYpy P2P IUIOMIAJKUA, COBEpIIATh CACIKH C aKKayHTaMH, KOTOpbIE
JABHO 3apETHCTPUPOBAHBI HA IIOMIAIKE U UMEIOT XOPOIITYIO PEITyTaIlrIO.

P2p-cepBuUCH BeyT y4eT KOJUYECTBA MPOBEECHHBIX OMepaluidi KIMEHTaMUu U
MOKAa3bIBAIOT MPOLIEHT ycrexa. Yem 3TH MoKa3aTeNu BBIIE, TEM OOJBIIE JT0BEPHUs
3aCiIy’KUBaeT Tpeujaep. BakHO NOMHUTH, 4YTO camble OE30MAaCHBIC CIEIKU

MPOBOJIATCSA HA KPUTITOOUPIKAX.
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Pa3nea 3.1. «CTpamHasi peajJlbHOCTb»: 00HAJIBINMKH, TPAH3UTYMKH,
3aJIMBIMMKHN U YHUBEPCAJIbI

JIpOIIOB NIPHMHATO pacHpelensaTs Ha KaTerOpud B COOTBETCTBHHM C HX
JNEUCTBUSAMMU:

OonanpuyuKku — 310 APONBI, KOTOPHIE CHUMAIOT CO CBOEM KapThl IIPECTYIIHbIE
JIEHBI'M U NIEpEa0T UX MOILICHHUKAM.

Tpanzumuyuku — 3TO APONBI, KOTOPbIE NEPECHUIAIOT OE3HATUYHBIM ITyTEM
IIPECTYIIHBIE ACHBIU 110 YKAa3aHHBIM MOIICHHUKAM PEKBU3UTAM.

3anueujuku — 310 APONBI, KOTOPHIE MOTYYAIOT HAJTMYHBIE JEHBIH OT TAKUX K€
JIPOIIOB, BHOCST UX Ha CBOIO KapTy U MEPECHUIAIOT APONaM «TPaH3UTUUKAM.

Ynuueepcanwvt — 310 npOITBI, KOTOPHIE MOTYT BBINOJIHATH BCE BBIICYKA3aHHBIE

JICUCTBHUSL.

o «llpooonrcumenvnocms  Hcu3zHw)  Oponnepa, noOcieOCmeEuUs U
0MmeemcmeeHHOCMb 0111 Oponnepa.

[ToMoraTh MOIIIECHHHUKAM «BBIBOJIUTH» IOXMIIECHHBIC JEHbIH — MEPOIPHUSATHE
HeOnaromapHoe. [{efcTBUs IporepoB MOTYT MOMACTh MO YTOJIOBHYIO CTaThio 159
«MomenandecTBO» Wi 174 «Jleranu3amus IeHSKHBIX cpeacTsy. [Ipu 3ToM MoOXKeT
ObITh Ha3HAYEH KaK HeMaJsbli mrTpad, Tak u Oojiee CypoBO€ HakazaHue — apect. B
ATOM CIIy4ae CpPOK 3aKIIOUCHHUS B TIOPHME MOXET JocTurath 7 jiet. Kpome Toro, B
MEPCTIIEKTUBE O0ECIeYeHbl MUHUMAJIbHBIC IIAHCHI HAa OOCITYy)XKMBAaHWE B TOM WIIA
WHOM OaHKe, 4TO B COBPEMEHHOMN KU3HH MPAKTUUECKH HEBO3MOXKHO.

BaxHO OTMETHTB, YTO CYpOBOCTh HaKa3aHUS HE 3aBUCHUT OT TOTO, 3HAJT JIX IPOTT
O TOM, YTO OH JeJaeT, uiu HeT. IMeHHO B 3TOM OOJiblasi OMacHOCTb: JIPOTIOM

IMIOHEBOJIE MOXKET CTaTh KaKIbIH.
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IIpaBuia 0e3o0macHoOCTH

Kak ciyuaitHo He cTaTth Apornom?

- HE OTKJIMKAWTECh HA BAKAHCHUH C JIETKUM 3apa00TKOM;

- IPOBEPSITE MOTEHIIMAIBHOTO paboTOAATENS HA MPEAMET HAIMYUS OT3bIBOB B
HNuTepHere;

- HUKOTJ[a U HUKOMY HE€ OCTaBJIANTE JaHHBIE CBOEH OaHKOBCKOW KapThl, TEM
OoJnee He TepelaBaiiTe ee TpeTbUM JHIaM (BO MHOTMX OaHKax repejadya KapT
TPETHUM JIUIIaM 3aIpeIICHA);

- peryjsipHO OOHOBISIUTE MApPOJM K CBOMM OaHKOBCKHUM MPHJIOKECHUSIM,
JUYHOMY KaOuHeTy moprtana «l'ocycmyru» W MpouuM (PUHAHCOBO 3HAYMMBIM
MPUIIOKECHUSIM;

- €CJIM Bac MOMNPOCIT BEPHYTh CIYYalHbIA MEPEBOJ J€HET, COBEPIIECHHBII Ha
Ballle UMs1, HE COTJIalllalTeCh HAa 3TO, OOPATUTECh C STUM BOIIPOCOM B Balll OaHK;

- HE MEPEXOJIUTE MO CChUIKaM M3 HEU3BECTHBIX MCTOYHUKOB, BO HM30EXaHUE
B3JIOMa JIOCTyIa K 0aHKOBCKOMY JTUYHOMY KaOUHETY;

- BCEr/ia MOBBIIIANTE CBOKO (DMHAHCOBYIO IPAaMOTHOCTh — YUTAWTE HOBOCTHU O

HOBBIX BHJaX MOIIICHHHNYCCTBA, BCAb «Hpez[ynpe;IQ[eH — 3HAYUT BOOPYIKCH).
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Pasznen 4. Toabko Tuxo! Beé 00 aHOHMMHOCTH KPUIITOBAJIIOT

o Bnoswcenun ykpadennvix cpeocmae 8 Kpunmogaiiomy

Ha cerogusamnuuii aeHs Ha pbiHKe npexactaBieHo Oosnee 9000 Bumos
KPHUIITOBAIIOT, OJTHAKO HamOoJiee MOMyJIsipHbIe cpean Hux 3To Bitcoin u Etherium.
MONIEHHUKN C LENbI0 JETAIN3alu JIEHE)KHBIX CPEACTB MOKYIAIOT pPa3IUYHBIC
OWTKOWHBI, YTO TO3BOJISIET UM CKPBITh KOHEYHOTOo OcHmpuImapa (4eloBeKa, B
MHTEpecax KOTOPOro COBEPIIAKOTCS AEHCTBUS; TOTO, KTO MOJYYUT MIPUOBLIB).

OTnMYUTENFHONM  OCOOCHHOCTBIO  TaKMX  UU(PPOBBIX  aKTHBOB,  Kak
KPUINTOBAIIOTA, B OTJIMYKUE OT OAHKOBCKUX MPOIYKTOB, SIBJISIETCS, TAaK Ha3bIBaeMasl,
IICEBIOAHOHMMHOCTh. Hampumep, Takue KpUNTOBaIIOTH, kak Monero u Zcash,
MPEAOCTABISIOT HWHBECTOPaM MOJTHYIO AHOHUMHOCTb. Cy1iecTByoT
KPUNTOKOIIIEJIbKHY, HE TPEOYIOIIHE MOTHOU Bepru(PUKaIK €ro BIajeblia, YTO TAKXKe
MPEAOCTAaBISICT aHOHUMHOCTh UHBECTOPAM, YEM OXOTHO IMOJIB3YIOTCS MOILICHHUKH.
B menom Bca cyTh kpunrorpaduu U OMOKYelHA — 3TO KOH(PUIECHIHMAIBHOCTD,
0€30MacHOCTb U JEIEHTpAIA3AIHS.

Bwmecte ¢ TeM, CTOUT OTMETUTB, YTO TAKUE OPraHbl TOCYJAPCTBEHHOM BIIACTH,
kak denepanbHas ciyx0a no (pruHaHCOBOMY MOHUTOPUHTY (PocUHMOHUTOPHUHT),
HenTpanpubii bank P® u npouume, HaXOAATCA B MOUCKE MHCTPYMEHTOB, B TOM
YUCie HA TEXHUYECKOM U 3aKOHOAATEIIbHOM YPOBHSIX, MO3BOJISIOUIUX B3SITh O]
KOHTpOJIb omepanuu  1udpoBbix akTUBOB. OJHAa U3 OCHOBHBIX MpoOJieM
MPAaBOOXPAHUTENBHBIX OPraHOB IPU  PACIYTHIBAHUM  IPECTYIHBIX  CXEM
3aKJII0YAETCS B UCMOJBb30BAHUM MOIIICHHUKAMU MOJCTABHBIX JIUI] — APOIIOB, HA YbU
MMEHA OTKPBIBAIOTCS KPUMTOKOMIETbKH. [103TOMY COOTBETCTBYIOIIHME CITYKOBbI
CTaparoTCsl YCTAaHOBUTH CBSI3b MOJACTABHOIO JIUIA C PEATbHBIMU HCIOIHUTEISIMU
MOILIEHHUYECKUX OIEepaluii, HO M 3TO SBISIETCS TPYAHOM 3aJadyeil, TaK Kak

«OTHOIICHUA» MCK/Y HUMHU BBICTPAUBAIOTCS KaK IMIPABUJIO TUCTAHIIMOHHO.
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® Bb1600 cpedcme u3 KpunmoeaiiomHvlx 00MeHHUKO8 U Oupiic

CymiecTByeT /JBa OCHOBHBIX, HO HE EIUHCTBEHHBIX METOJa IO OOMEHYy
KPHUIITOBAIIOTHL: 3TO UCTIOIb30BAHUE KPUNITOOUPK U KPUIITOOOMEHHUKOB.

KpunrooOMeHHUKH OBIBAIOT IBYX BUIOB: OHJIAH U O(aifH.

OmnyialiH KpUNTOOOMEHHUK MPEJOCTaBISET BO3MOXKHOCTH OBICTPOrO OOMEHa
KPHUITOBAIIOTHL. J[0CTaTOYHO BBIOpATh BATIOTY, KOTOPYIO BBl XOTHUTE MPOJATh, U
BaJIIOTY, KOTOPYIO XOTUTe KynuTh. [locie BBOJa CBOMX JAHHBIX BBl MOJyYaeTe
HY>KHBIE CPEJICTBA HA CBOM KOIIIEJIEK.

OdmnaiiH BapuaHT KpUNTOOOMEHHHMKA MOJXOAMT HAWIy4IIUM oOpa3oM JUis
HanmuyHOTO oOMeHa. To ecTh ecnu HY>KHO OOMEHSTh KPUIITOBAIIOTY Ha PyOIH MIIn
pyOiM Ha KpUITOBAIIOTY, TO JaHHBIH BapuaHT OyneT CaMblM NPUEMIIEMBIM.
HekoTopbie KpuTOOMOSHHUKH TTO3BOJISIOT MPOBOAUTH OTEPAIITH AHOHUMHO.

KpunroOupxxa — 310 0Oosee ciokHas CTPYKTypa, KOTOpas MpeAroyaraet
PErucTpalmio ¥ 4acTo He0OXOJUMOCTb MPOUTHU MpoLEnypY «3Hall CBOETO KIUEHTA.
KitoueBbIM OTIHUMEM OT KPUNTOOOMEHHUKOB SIBIISIETCS BO3MOKHOCTH TOPTOBATh
Ha Oup>Ke CBOMMU aKTUBaMU, a HE IPOCTO OOMEHUBATb.

C ToukM 3peHUs pUCKOB 00a BapUaHTA SIBISAIOTCS PUCKOBAHHBIMM, OJHAKO B

CJIy4ac UCII0Jb30BaHUA KpI/IHTO6I/Ip)K PUCKOB CTAHOBUTC MCHBIIIC.

o Cmamucmuueckaa unpopmayus 0 KpunmoseailOmMHbIX ONEPayuUax, o
00716 MOWEHHUYECKUX cXeM 6 00uiem obopome Kpunmoeaaiomol. /[oxo0Hocmp
kpunmosgantomol. Pucku «zcopeuneecmopay

[Io pmannpiM Ilb, aKTHMBHOCTP POCCHMCKHMX TIOJIB30BATENIEM HA DPBIHKE
KpUNTOakTUBOB BhIpocia 3a |1V kBaprtan 2023 — | kBapran 2024 roma. O6 >TOoM
CBUJETEIBCTBYET KOJIMYECTBO ITOCCIICHUN CAaUTOB KPYITHENIINX KPUIITOBATIOTHBIX
TOPrOBBIX IUIOIIAJ0K U O0OBEM MOTOKOB KPUNTOBAIIOTHI Ha OHpIKaxX, KOTOPBIHA

OLCHOYHO IMIPUXOAUTCA Ha pOCCI/IHHG.

¢ IIb omenmn oObeM omepanuii poccusH B KpunroBamorax.//PBK Kpunro. 24.05.2024.

URL:https:// rbc.ru/crypto/news/665066579a794764c51aa31f
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KpuriroBamoT Ha phIHKE OTPOMHOE MHOXKECTBO, OJHAKO C TOYKH 3PCHUS
JIOXOJTHOCTH MBI pACCMOTPHUM HauboJee nonyisapHyto — outkoud. [To nanusim PBK-
MuBectumun 3a 2024 r1ox4, BIOXKEHHE B OHWTKOMH OKa3ajloCh OBl CaMbIM
npuOBUIEHBIM, OH TIpUHEC OBl MHBECTOPY A0XOoAHOCTh 146,35% B pyOmsax. 3a 3To
BpeMsi Kypc outkonHa Beipoc ¢ 4 000 027 no 9 854 180 B pyOsieBoM 3KBHBAJICHTE.

KoneuHo e, OUTKOUH, KaK U JPYTUe KPUNTOBAIIOTHI, U B LI€JIOM (PTHAHCOBBIE
aKTHUBBI, OYEHb BOJIATWJICH, Hampumep, B Hos0pe 2021 roma 1 OWUTKOWH CTOWII
nopsaka 61 000 $, a B HosOpe 2022 rozga yxxe 20 0003, To ects Munyc 300%. Bmecte
C POCTOM IIeHbI OMTKOMHA YBEIMUYUBAJICS U YPOBEHb €r0 BOJATUIbHOCTH — ¢ 23,4%
B koHIle 3 kBaptana 2023 roga no 80% B xonie nmeporo kBaptana 2024 rona.
[TomMmuMO 3TOrO, pacTyT ¥ PUCKH B CBSI3M C BO3MOKHBIMHU CAHKIIUSIMH CO CTOPOHBI
HEJPYKECTBEHHBIX CTPaH, YTO MOXKET MPHUBECTH K IMOTEPE JOCTyINa K aKTUBaM B
ciydae uX OJIOKHMPOBKHU CO CTOPOHBI SMUTEHTOB KPUITOBAIIIOT.

Taxke HYXHO IOMHHUTb, YTO YEM BBIINIE JOXOJHOCTh TOTO WU HMHOIO
(WHAHCOBOTO aKTHBa, TEM MHOTOKPATHO BbIIE U pUCKU. CTOUT TOMHHTH, YTO
WHBECTOPHI MOKYIAIOT, HATPUMEP, OUTKOMH TOTOMY, YTO OH PacTeT B IIEHE, a B LIEHE
OH pacTeT MOTOMY KakK pa3, YTO €ro TMOKYIAlT HWHBECTOPHI, YTO MPUBOAUT K
3aMKHYTOMY KpYTry, B KOTOPOM MO>XHO Kak 3apa0oTaTh, TaK U TMOTEPATh CBOU
CpeICTBa.

Chnenkd ¢ KPUNTOBATIOTAMHU CJIOKHO OTCJICAWTH, ITOYTH HEBO3MOXKHO
OTMEHUTh TPaAH3aKUUIO (CAEIKY MO KYyIUIM-Tpojake akTua). ClieoBaTesbHO,
pHUCKaM B 3TOM OTHOIIECHUH MTOABEPIKEHBI 00a y4aCTHUKA CACIKH, €CITH MEXITY HUMH
HET HAJI)KHOTO nocpeaHnka. CTOUT OTMETUTh, YTO JIa)K€ MOIICHHUYECKUE CXEMBI
Ha «3TOM pBIHKE» OTMEHHUThH HeJb3s. Hampumep, MUPOKO HM3BECTEH CIlydail ¢
«pazznayed MOHET», Ille Ha (UIIMHIOBOM caiTe OT MMEHM MuWuIMapiaepa Mnona
Macka coo0manoch O HECYIISCTBYIOIIEH akiuuu jenaprameHTa lesla mo
MapKeTUHTy, B XOJil¢ KOTOpOH BCE TMOKIOHHUKA MapKh MOTYT TOJyYUTh
KpuntoBanoTy. [ns ydactus B akuum HeoOxoaumo BbeiciaaTh ot 0,1 mo 20 BTC

(Bitcoin) mmu ot 1 1o 100 ETH (Ethereum) sikoOb1 115t TpOBEPKH, a 0OpaTHO OyaeT
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OTIpaBleHO BBoe Ooibire. Ha camoMm nerne 3To Oblia pacpocTpaHEéHHas cxeMa B

Giokueline-cdepe’, ¥ IEHbIM BO3BPAILEHBI JOBEPUMBBIM «MHBECTOPAM» HE OBLIH.

Pazbepem ocnoenvle munsl npecmyniaeHuil ¢ KpUnRmogaiiomamu:

1. Momenaun4yecTBO (SCams). MOIICHHUYECTBO SIBISCTCS OJHUM M3 CaMbIX
pacnpoCTpaHEHHBIX  BHJOB  MPECTYIUIGHHMH ¢ IUGPOBBIMH  BaJIOTaMHU.
3MOYMBINIJICHHUKH CO3JAl0T (DabIINBbIEé WHBECTUIIMOHHBIE CXEMBbI, MIaTQOPMBI
s oboMena kpuntoBamiotel wian moaaenbHeie 1CO  (Initial Coin Offering).
[Tonp30BaTeny BBOAATCS B 3a0yXJACHHE W TEPEBOJSAT CBOM CPEACTBA, KOTOPHIC
3aTeM UCYE3aloT.

B kauecTBe nmpumMepa MOKHO NMPUBECTH (PUHAHCOBOE pacciaeloBaHUE, KOTOPOE
npoBoawio MPY Pochunmonurtopunra no CK®O (nanee - MPY, Ynpasnenue) B
2022 rony. B Ympapnenue mocTynuiio oOpaieHue TpaxaaHkd «My, NeHEeKHbIe
CpeICTBa KOTOPOM MOXWUTWIM HpecTynHUKU. C HCHOJIb30BAaHUEM OJHOW U3
COLIMAJTIBHBIX CETEN C IPpaKIaHKOM «M» CBA3anmach IEBYIIKA, KOTOPas, UCIIOIb3Ys
METOJIbl COLMAaIbHONW HMH)KeHepuHu, yoenuina «M» MmpuoOpecTH KpUIITOBAIIOTY U
MHBECTUpPOBaTh €€ Ha Oupxke «C». B xonme ¢unancoBoro paccienoBanus MPY
Pocuamonuropunra mo CK®O yctaHOBHIIO, UTO callT OUp KU OBLT MOACIKON, a
KPUITOBAJIIOTA, BIOXKEHHAsI MOTEPIIEBILIEH, BBIBOJWIACH IPECTYITHUKAMU Ha OJHY
U3 U3BECTHBIX KPHUNTOOUPK, OOMEHMBAJIACh HAa CTAMOJKOWHBI M B JaJIbHEUILEM
NEPEeBONIIACH HA AaHOHUMHBIE KPUIITOKOILIETBKHY.

2. Ilporpammei-BeIMOTaTeM (ransomware) — 9TO OJWH W3 HauboJjee
pacmpocTpaHEHHBIX BUAOB KHOepaTak, Mpy KOTOPBIX 3I0YMBIIUICHHUKH MHA(PYIOT
JTaHHbIE HAa KOMITBIOTEPaX KEPTBBI U TPEOYIOT BBIKYI, OOBIYHO B KPUIITOBAIIIOTE, JISI

HUX BOCCTAaHOBJICHUS.

’ Umon Mack omste OecrimaTHO pasnaer omTkoumHbl. Ha camom nene — ato momeHHukn//PBK

Kpunro.06.07.2020 URL:https://www.rbc.ru/crypto/news/5f02¢92a9a794757a240c661
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OTOT TUIN aTak OCOOEHHO OMAaceH, TaK KaK MOXET Mapaiu3oBaTh padoOTy
KOMIaHUM, OONBHUI, TOCYJAPCTBEHHBIX YUYPEKICHUN M JPYTUX KPUTHUECKU
BaXHBIX OpTaHu3anuid. JIeHbIY OT KEPTB MOCTYIAIOT B KPUIITOBATIOTE, TTOCIIE YETO
NIPECTYITHUKU HMCIOJIB3YIOT CEPBHCH «MHKcepbl» (tumbler) mis mepememmBanus
CPEICTB U WX JAIbHEHIIET0 BHIBOJIA Yepe3 MHOTOUUCIICHHBIC TPaH3aKIUH, CHIDKAS
BO3MOXKHOCTH OTCJICKUBAHUSI.

OjHa U3 KpyIMHEWIUX aTtak ocyiiecTsicHa Ha kommanuio Colonial Pipeline B
2021 rony. Beimorarenu nmorpeboBaau oruiaty B OMTKOMHAX Ha cymmy okoiio 4,4
MIIH J1osiiapoB. [locne momyyeHust BbIKyNa MPECTYMHUKH MBITAINCH CKPBITh CBOU
CpeICTBa, pa30uBas TpaH3aKIIUK Ha MEJIKUE YACTH U TIEPEBOIS UX Yepe3 pa3InIHbIC
KPUITOBAJIOTHBIE KOLIEJIBKH JIJIS 31y ThIBAHUS CJIEJIOB.

B 2023 roay BhIIIaTHI IO MPOTpaMMaM-BBIMOTATENSIM MIPEBBICUIIN OTMETKY B
1 MunnmMapa A0IapoB, YTO CTAJI0 HAMBBICIIUM II0KA3aTeleM 3a BCIO HCTOPUIO
HaOmoaeHuit. Xots B 2022 roay 6611 3adukcupoBaH craj o0beMa BBIIIIAT, 0011as
teaaennus ¢ 2019 mo 2023 roxpr ykassiBaeT Ha TO, 4YTO MpoOjemMa Mporpamm-
BbIMOTaTeNIel POA0IKAET YCYTyOIAThCS.

3.KubepnpecTyryieHuss ¥ B3JIOMbl. XakKepbl YacTO HallCJMBAIOTCS Ha
KPUNTOBAJIOTHBIE OMPXKHU W KOILIEIbKH, YTOOBI YKpPacThb KpUITOBAMIOTY. Psin
XaKEePCKHUX aTakK HalleJIeH Ha KpyIHbIe OUP)KH, YTO MPUBEJIO K yTpaTe MUJIJTMOHOB
nosimapoB. Hambomnee u3BeCTHBIE Cllydad B3JIOMa KPUNTOBAIMIOTHBIX OUPXK, TaKHe
kak B3oM Mt. Gox B 2014 roay u B3iom Bitfinex B 2016 romy, npuBenu k
OTPOMHBIM TTOTEPSIM.

4 HapkoToproBisi U WHAs HeNerajlbHash TOProBis. KpUNTOBAIIOTHI Takxke
UCIIOJIB3YIOTCSl B KaUECTBE CPEJICTBA OIUIAThl HE3aKOHHBIX TOBAapOB M YCIYyr Ha
«4epHOM phIHKE». [aTdopmbl B «mapkuaeTe» (darknet) npuHUMAarOT KPpUIITOBATIOTY
3a MOKYTNKY HapKOTHUKOB, OPYXKHS U APYTHUX HEJEerajbHbIX TOBapoB. B kauecTe
npuMepa MOXKHO mpuBectu miatdopmy Hydra, nesteiabHOCTH KOTOpOW ObLia
npeceucHa B 2022 roay. ITo umeronumcest nanubiM Hydra konTposmpoBaia Oosee
90% He3akOHHOW TOPrOBJIM B JAapKHETE, TJie 32 BCE TOBApbl U YCIYTH, BKIIOYas

HAapKOTHUKH, OPYIKHEC N IMOAACIBbHBIC JOKYMCHTEI, OIIIAYMBAJINCH KpI/IHTOBaJI}OTOﬁ
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5. dunancupoBanue TeppoprusMa. KpunToBamrOThI TAKKE UCTIOIB3YIOTCS TS
(dbUHaHCUPOBAHUS TEPPOPUCTUUECKUX OpraHU3alUi, TaK KaK OHU TIO3BOJISIFOT
COBEpIIaTh AHOHUMHBIE TIEPEBOABI 0€3 HEOOXOAMMOCTH  HCIOJB30BaTh
TpPaJWIIMOHHbIE OAaHKOBCKHE CHCTEMBl. MEXKIyHApOAHBIC TEPPOPUCTUUCCKUC
TPYNITBl MCTOJIB30BAIA KPUNITOBATIOTHI JIJIsi cOOpa CPEICTB 4Yepe3 pa3IHuyHbIC
wiatrGopMpl, HWHOTJA uYepe3 JOHAThl WM (aNbIIMBbIE OJarOTBOPUTEILHBIC
opranuzanuu. [Ipu 3ToM 1U(pPOBEIE BAIIOTHI MOTYT HCIIONB30BATHCA B JTAHHOU
NPECTYMHON ACSITENFHOCTA Cpa3y Ha HECKOJNBKHX JTalax - KaKk HHCTPYMEHTHI,
oOecrieunBaromme cOOp, XpaHeHHE (UHAHCOBBIX CPEICTB IS JIOJITOCPOYHBIX
U KPAaTKOCPOYHBIX IIEJeH TEePpOPUCTHYECCKUX OpraHWU3allMid W Ha JTare
NPUOOPETEHUST CPEJCTB COBEPIICHUSI TEPPOPUCTUUYECKOTO akTa (TMOJeIbHbIC
JIOKYMEHTBI, OPYKHE U B3phIBYATKA) B JapKHETE.

VYKkazaHHbIE BbIIIE BUJbI MPECTYIUICHUM C UCIOJIb30BAHUEM KPHUIITOBAIIOT
MIPOJIOJKAIOT IBOJIONIUOHUPOBATH, M C PA3BUTHUEM TEXHOJIOTUHN MOSBIISIOTCS HOBBIE

CXEMBI.

IIpaBuia 6e3onacHoCTH

o Hcnone3yiite IBYX(pakTOpHYIO ayTeHTU(PUKALHUIO. Ecmmn
KPHUIITOKOIIENIEK JTa€T BO3MOXKHOCTb, CO3alTe «CUa-ppa3y» sl BOCCTAaHOBIEHUS
JOCTyla B CJly4yae IOTE€PH YCTPOMCTBA WJIM TOBPEKICHUS MNPOrPaMMHOIO
obecreyeHus.

o XpaHuTe pe3epBHbIE KOMUK B 0€30MaCHBIX MECTaX, TAKUX KaK cehbl,

U HE COXpaHSWTE MX B AJIEKTPOHHOM BHUE (HampuMmep, Ha KOMIIbIOTEPE WM B

oOJake).
o Hcnonb3yiTe CIIOKHBIE TAPOJIN.
o JKemarenbHO MCIONB30BATh OTHEIBHOE YCTPOMCTBO TOJBKO JJIA

JIOCTYIIA K KOILIEJIbKaM.
° PerynsipHo 0OHOBIISIIITE MpOrpaMMHOE 0O€CTIeueHuE.

J He ucnone3yiite myonuunbie cetu Wi-Fi.
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o [To3a00ThTECH O 3aIUTE CBOETO YCTPOMCTBA: YCTaHABIUBANTE MAPOIIH,
OMOMETPUYECKYIO ayTeHTU(UKAIIMIO HA CBOUX YCTPONUCTBAX.

o He adummpyiiTe B myOIMIHBIX MECTaX, a TAK)KE B COIUATBHBIX CETIX
U Ha @Qopymax Haiuyue OOJIBIIOTO KOJMWYECTBA KPUIITOBAIIOTHI Ha BallMX

KOIICJIbKaXx.
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Paznen 5. MexayHapoaHasi 0JIMMIIUAAAA M0 (PUHAHCOBOM 0€30MACHOCTH

[IpoBenenrie OnuMmmnuaasl HAMpaBiICHO Ha MOMYJSpU3aUi0 (HUHAHCOBOM
0e30macHOCTH KaK HOPMBI KU3HH, a TAKKe Ha (POPMUPOBAHHUE Y MOJIOJICHKH HOBOTO
THUIIa MBIIUICHUS: OT 0€30MacHOCTU JJMYHOCTU — K O€30I1aCHOCTH roCy1apCTBa.

B Onumnuane npuHUMAalOT y4yacTue CTyAeHThl OakanaBpuata (1-3 kypc),
cnenuanurera (1-4 kypc) m maructparypel (1 Kypc) BY30B CTpaH-y4acTHUIL
OnuMnuansl, a TaKKe MKOJIbHUKH 8—10 K1acCOB POCCUICKUX MIKOJL.

C yuerom mpodmns Omumnmansl («DPuHaHCOBasE  0€30MACHOCTHY)
OJIMMITHA THBIC 3aJaHKS COCTABJICHBI HA OCHOBE CJICAYIOMINX TPOTPAMM:

- JUIA IIKOJbHUKOB — Ha OCHOBE IMporpamMM o00I11e00pa3oBaTeIbHBIX
MIPEIMETOB: MaTeMaTHKa U HHGOPMATHKa, OOIIECTBO3HAHNUE, YKOHOMHKA;

- JUIsl CTYJIEHTOB — HA OCHOBE OCHOBHBIX OOpa30BaTEIbHBIX MPOrpaMm
BBICIIIETO OOpa30BaHUs 110 HATIPABJICHUSIM MOJITOTOBKHU:

* FOPHUCTIPYACHITHS;

* MareMaTuka, MpUKIajHas MaTeMaThka W WH(pOpMaTUKa, MPUKIaJIHAS
MaTeMaThKa, MaTeMaTHKa MW KOMIIBIOTEpHBIE HAayKH, (QyHIaMeHTalbHas
nHpopmaTHKa 1 UHPOPMAITMOHHBIE TEXHOJIOTUN, UH(POPMATHKA U BEIYUCITUTEIbHAS
TEeXHUKa, MpUKiIaaHas uHpopmaThka, nHGOpMAIMOHHAS O€30MacHOCTh, OM3HEC-
uH(pOpMaTHKA;

* JKOHOMHKA, PUHAHCHI U KPEIUT, IKOHOMUUYECKasi 0€30MMacHOCTb;

* MCXKAYHAPOJAHBIC OTHOIICHUA, PECTUOHOBCACHUC.

[Tobenurenu u mnpuszepbl OIUMIMAIBI TOTYYAIOT MPEUMYIIECTBA MPHU
MOCTYIUICHUH B BY3bl MexayHapoaHOTO ceTeBoro nHctutyta B cepe [TIO/DT Ha
mporpamMmbl  OakajiaBpuaTa, MAarucTpaTypbl W acCHUPAHTYPhl B COOTBETCTBUH C
aprotTamMu onuMnuaa [ ypoBHS, a TakKe BO3MOXKHOCTb CTa)KUPOBATbCS B
PocpuHMOHUTOPUHTE U IPYTUX OpPTaHU3ALMIX.

OnuMmnuana npoxXoauT B HECKOJBKO 3TAIOB:

— TeMaTuyeckuil ypok «@ruHaHcoBast 0€30MaCHOCThY;
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— IMPHUTJIACUTEIBHBIN ITAIT;
— OTOOPOYHBI JTar;
— KBaJIM(PHUKAIIMOHHBIH STalIT;

— (hUHATBHBIN TAI.
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IIpunoxenne Ne 1.
I'noccapuii

Jlponinep, Apomn — 3TO MOACTaBHOE (PU3MUECKOE U0, OpopMuBIIEee HA ceOs
CpeAcTBa IuIaTekeil (OAHKOBCKHE IIJIACTUKOBBIE KapThl, OaHKOBCKHE CUETa,
AJIEKTPOHHBIE KOMIENIbKH, KPUNTOKOIIECTbKH M Tp.) W/WIH 3apeTrUCTPUPOBABILIEE
ceds B KauecTBe MHAMBUAYyalbHOTrO mpennpunumarens (MII) w/wnmmu aupexrtopa
W/WIA  YyIpeauTeNs IOPUIUYECKOro Jidia Oe3 IeNd pealbHOTO Yy4acTHsl B
MPEeANPUHUMATENILCKON JIEATEIbHOCTH C TMOocienytomen mnepegayeit (cObIToM)
TPETHUM JIMIIAM 32 JCHEKHOE BO3HATrPaXKJCHHE WM WHBIE MaTEpHAIbHBIE WM
HEMaTepUalbHble LEHHOCTU JJIEKTPOHHBIX CPEACTB, HpPEIHA3HAYECHHBIX IS
YIOPABJICHUS] CBOMMHU CPEJICTBAMM IUIATEXKEW W/WiIM OaHKOBCKUMHU CUETaMU H
(UMHAaHCOBOM JAEATENBHOCTbIO O(GOPMIIEHHBIX Ha HEro OpraHu3aluuid W/Win
WHIUBUyaIbHOTO npeanpuHumaTes. K «aponam» Takke oTHOCSTCS (pusndeckue
JUIA, TPEIOCTABUBIINE CBOM TIEPCOHAIbHBIE JAaHHBIE W JIOKYMEHTBHI IS
UACHTUGUKAMKM TP TPOBEACHUHM (UHAHCOBBIX OMEpaluid C HAJTUIHBIMA
JIEHEKHBIMH CPEJICTBAMU, TPUHAIICKAIIUMH TPETHUM JIUIIAM U B UX UHTEpECcax.

ICO (Initial Coin Offering) — mepBryHOE pa3MeeHUE MOHET HITH IIEPBUYHOE
pa3MeleHne TOKEHOB — (opMma TMPHUBIICUECHUS WHBECTHIIMN Yepe3 BBIMYCK U
MPOJIaKy MHBECTOpaM IU(POBBIX TOKEHOB 3a (hUATHBIC JCHEKHBIE CPENICTBA WU
WHBIE KPUTITOBATIOTHI.

NuBecTunum — qeHeXHbIE CPEACTBA, IICHHBIE OyMaru, ”HOE UMYIIIECTBO, B
TOM YHCJI€ UMYIIECTBEHHbIE MpaBa, UHbIE MPaBa, UMEIOUIUE JIEHEKHYIO OLICHKY,
BKJIAJIBIBAEMBIE B OOBEKTHI MPEANTPUHUMATENHCKON U (M) WHOW JACATEIHHOCTH B
HEJSAX MOTYYEHUs IPUOBLITN U (UJTN) TOCTHUKEHUSI MHOTO TI0JIe3HOTOo 3(pdekTa.

HNuBecTop — nu110, OCYIIECTBIISAIONIEE WHBECTULINH.

KpunroBanwra — wugposasa eantoma — COBOKYIHOCTb 3JIEKTPOHHBIX
JTaHHBIX (IIMGPOBOTO KOJIa WIIH 0003HAYEHHUSI ), COJIEPKAIIMXCSA B UHOOPMAITMOHHON
CUCTEME, KOTOpble Mpeajaratorcs M (W) MOTYT ObITh NPHUHSTHI B KayecTBE
CpelICTBA TIUJIAaTeXa, HE SBJSIOIIECTOCS JCHEXHOW eauHunen Poccuiickon

deneparuy, JEHEKHOW €AWHUIEH HMHOCTPAHHOTO TocCyaapcTBa U (WIH)
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MEXIYHAPOJHOM JI€HE)KHOM WM pacyeTHOW €AWHMIEH, W (W) B KayecTBe
WHBECTUIIMMA M B OTHOUICHHMH KOTOPBIX OTCYTCTBYET JIMIIO, OOsI3aHHOE IMepen
KaKJIbIM 00J1aJ]aTeIeM TaK1X AJIEKTPOHHBIX JaHHBIX, 38 HCKIIIOUEHHEM OllepaTopa u
(wn) y3710B WH(OPMAITMOHHOW CHCTEMBI, OOS3aHHBIX TOJHKO OOECIICYHBATH
COOTBETCTBHE MOPAJIKA BBITYCKA 3TUX 3JEKTPOHHBIX JAHHBIX U OCYLIECTBIICHHS B
WX OTHOILIEHWU JIEUCTBHM 1O BHECEHHMIO (M3MEHEHHWIO) 3amuceil B TaKylo
UH(GOPMAIIMOHHYIO CUCTEMY €€ MPaBUIIaM.

Kpunropsinok — KpuUNTOBaNIOTHBIA PBIHOK — IUIONIAJKA, HAa KOTOPOM
TOPTYIOTCSI KPUITOBAIIOTHI.

Ckam-npoekT (ckaM) — (OT aHIJI. SCAM — «MOIIEHHUYECTBOY, «adepay) -
MOIICHHUYECKUI MHBECTUIIMOHHBINA MPOEKT, CO3/IaHHBIN /IS MOJIYyYeHUsST ObICTPON
BBITOJIBI.

CouuajbHasi MHKEHEPUs — 3TO OOMaH M MaHUITYJISIIIUH, 3aCTaBIIAIOIINE
KEpPTB JenaTh TO, YErO OHU HE JIOJDKHBI (HAlpUMEp, COBEPIIATh 3JIEKTPOHHbBIE
NEPEBOJIBI CPENICTB, PACKPHIBATH YUETHBIE TAHHBIE U TIPOYEE).

Cun-¢pa3za (seed-¢ppasza) — 510 mociaeaoBareabHocTh U3 12, 18 uim 24
CJIOB, KOTOpasi CIY>KUT IJIaBHBIM MHCTPYMEHTOM JUIsl BOCCTAHOBIICHUS JOCTYMNa K
KPHUIITOBAJIIOTHOMY KoleiabKy. OHa TMpeAcTaBisieT co0O0i CBOEro pojia MacTep-
KJIFO4, KOTOPBIA MPENOCTABISAECT JIOCTYH K KPUINTOBAIOTHOMY KOIIENIbKY, €ro

JaHHBIM U CPCACTBAM.
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